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FOREWORD

Dear Student,

Rwanda Education Board is honoured to present Senior 6 Computer Science student
book which serves as a guide to competence-based teaching and learning to ensure
consistency and coherence in the learning of the Computer Science subject. The
Rwandan educational philosophy is to ensure that learners achieve full potential at
every level of education which will prepare them to be well integrated in society and
exploit employment opportunities.

In line with efforts to improve the quality of education, the government of Rwanda
emphasizes the importance of aligning teaching and learning materials with the
syllabus to facilitate your learning process. Many factors influence what you learn,
how well you learn and the competences acquired. Those factors include the
relevance of the specific content, the quality of teachers’ pedagogical approaches,
the assessment strategies and the instructional materials available. We paid special
attention to the activities that facilitate the learning process in which learners can
develop ideas and make new discoveries during concrete activities carried out
individually or with peers. With the help of the teachers, you will gain appropriate
skills and be able to apply what you have learnt in real life situations. Hence, you will
be able to develop certain values and attitudes allowing you to make a difference
not only to your own life but also to the nation.

This is in contrast to traditional learning theories which view learning mainly as a
process of acquiring knowledge from the more knowledgeable who is mostly the
teacher. In competence-based curriculum, learning is considered as a process of
active building and developing of knowledge and understanding, skills and values
and attitude by the learner where concepts are mainly introduced by an activity,
situation or scenario that helps the learner to construct knowledge, develop skills
and acquire positive attitudes and values.

In addition, such active learning engages you in doing and thinking about what
you are doing and you are encouraged to bring your own real experiences and
knowledge into the learning processes. In view of this, your role is to:
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Develop knowledge and skills by working on given activities which lead to
the content;

Communicate and share relevant information with other learners through
presentation, discussion, group work and other active learning techniques
such as role play, case studies, investigation and research in the library on
internet or outside;

Participate to and take responsibility for your own learning;

Carry out research/investigation by consulting printed/online documents
and resourceful people, and present your findings;

Ensure the effective contribution of each group member in assigned tasks
through clear explanations and arguments, critical thinking, responsibility
and confidence in public speaking;

Draw conclusions based on the findings from the learning activities.

| wish to sincerely extend my appreciation to the people who contributed towards

the development of this book, particularly REB staff who organized the whole

process from its inception. Special appreciation goes to the teachers who supported

the exercise throughout. Any comment or contribution would be welcome to the

improvemen

Dr. NDAYAMBAJE Irénée

Director General of REB
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UNIT 1
COMPUTER SECURITY






UNIT 1. COMPUTER SECURITY

Key Unit Competency: To be able to enumerate various security threats and
ensure security of computer.
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Introduction

Nowadays, computers become an indispensable tool in the life of human beings.
They are used in banking, in shopping, in communicating between people through
emails and chats, etc. However, some intruders are joining the conversations and
try to read emails of others without permission. Most of the time, they misuse their
computers by attacking other systems, sending forged emails from computers, or
examining personal information stored in others’computers.

Computer security refers to techniques developed to safeguard information and
systems stored on computers.

The protection of data (information security) is important. It reduces the probability
of hardware and software problems and it increases the security of data stored in
computers.

Why is computer security important?

Computer security is important for many reasons:

Computer security helps to keep safely data and equipment functioning properly
and provide access only to appropriate people.

Computer security prevent unauthorized persons to enter in others computers
without their consents.

Computer security helps to keep healthily computers against viruses, malware and
other unintentional softwares that can prevent computers to run smoothly.

Computer network need to be protected because Cyber criminals, hackers, and

identity thieves present real and dangerous threats to any online system.

Computer Science Senior 6 Student Book



1.2 Computer threats

LEARNING ACTIVITIES 1.2
A hard disk is connected into a broken computer system case like the one below. When
the computer is switched on, it shows that something is wrong. The user cannot work

on it properly. It is very difficult to send a document to hard disk.

1. Describe what is happening to make the computer not functioning correctly.

2. Propose solutions to this problem

1.2.1 Threat definition

Athreat, in the context of computer security, refers to anything that has the potential
to cause serious harm to a computer system. A threat is an activity/ attack/ situation
that may happen, with the potential to cause serious damage. Threats can lead to
attacks on computer systems, networks and more.

1.2.2 Threat categories

Knowing how to identify computer security threats is the first step in protecting
a computer. The threats could be intentional, accidental or caused by natural
disasters. Computer threats are categorized in two categories; physical threats and
logical threats:

Physical threats

Digital storage media and hardware are subject to numerous internal and external
forces that can damage or destroy their readability. Below are some cases of physical
threats:

e Improper storage environment (temperature, humidity, light, dust),
e Over use (mainly for physical contact media),

e Natural disaster (fire, flood, earthquake),

¢ Infrastructure failure (plumbing, electrical, climate control),

¢ Inadequate hardware maintenance,

¢ Hardware malfunction
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Logical threats

Areevents or attacks that remove, corrupt, deny access, allow access, or steal

information from a computer without physical presence of somebody. These include

viruses, worms, Trojans, spyware, adware, SQL injection etc.

Threats to information systems can cause:

Hardware failure: A malfunction within the electronic circuits or
electromechanical components (disks, tapes) of a computer system.
Example: a CPU socket damaged.

Software failure: The inability of a program to continue processing due to
erroneous logic. Example: a crash of a computer program.

Electrical problems: are faults caused by electric like a low-resistance
connection between two points in an electric circuit through which the
current tends to flow rather than along the intended path.

User errors: is an error made by the human user of a computer system in
interacting with it. Example: a system file deleted unintentionally by a user.

Telecommunication problems. Example: when the antenna are not
working

Program changes; modifications made to program. Example: a simple
modification in a program can affect the whole software.

Theft of data, software, services and equipment. When a physical or
logical component of a system is stolen, the whole system stops. Example:
a computer cannot run without a RAM or cannot run with a corrupted
software
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1.3 Computer attacks
LEARNING ACTIVITY 1.3.
Suppose that yesterday when students were using computers in the school comput-
er lab, everything worked well. They brought from outside different storage devices
like flash disks and external hard disks used to copy various documents to the com-
puters. Today morning, when the Lab attendant switched on the computers, most of

them displayed suspected messages.

Discuss in groups what may be the cause of such behaviors. How the problem can

be addressed in the laboratory?

In computer and computer networksan attack is any attempt to expose, alter, disable,
destroy, steal or gain unauthorized access to or make unauthorized use of an asset.
An attack can be active or passive.

An “active attack” attempts to alter system resources or affect their operation.

A“passive attack” attempts to learn or make use of information from the system but
does not affect system resources.

The different kinds of attacks are summarized in the following image:

Virus & Worm é ﬁ Trojan & Key Logger

Spyware

Browser Q\g\g

Helper Object

Adware & Malware

=

i
Back Door

Yo » —— s

Dialer & Hijacker Email-Worms/Virus

Picture 1.1: different types of computer threats
Source: https.//svtechworld.in/potential-security-threats-to-your-computer-systems/

However, the frequent computer attacksare virus, worms, Trojan, spyware, Shoulder
Surfing, Denial-of-Service, eavesdropping, social engineering and cybercrimes
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1.3.1 Virus

Avirus is a self-duplicating computer program or piece of code that is loaded onto a
computer without the user’s knowledge and runs against his/her wishes.Viruses can
spread themselves from computer to computer, interfering with data and software.
A virus is attached to small pieces of computer code, software, or documents. The
virus executes when the software is run on a computer. If the virus is spread to other
computers, those computers could continue to spread the virus.

Some viruses work by hiding on the first sector of a disk and loaded into memory.
Other viruses insert themselves onto program files that start applications. Those
files have the extension of .exe and .com the last category of viruses are viruses
which infect programs that contain powerful macro languages like programming
languages.

The common viruses are:

a. Worms
A worm is a computer program that sits in the computer memory, duplicates
itself continuously until the system runs out of memory and crashes. Worms infect
networks by replicating themselves and transmitting their multiple copies to all the
nodes connected on the network.

b. Trojan
A Trojan may appear to be something interesting and harmless, such as a game,
but when it runs it may have harmful effects. Unlike worms, Trojans do not replicate
themselves but they are destructive.

Trojan are used by hackers to gain access into a machine without the permission of
the user.

Normally when someone visits some websites which are malicious in nature, the
trojan gets downloaded or may come from an infected source.

The Trojan gets installed in the computer and later on helps the hackers to gain
access into that computer.
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1.3.2 Denial of Service (DoS)

When a denial of service (DoS) attack occurs, a computer or a network user is unable
to access resources like e-mail and the Internet. An attack can be directed at an
operating system or at the network.

1.3.3 Spyware
Just like virus, Spyware also comes under that category of malware attacks, which
means that it is a code or program written for doing some damage to the computer.

Although the working of spyware is different from the other types of malware
mentioned, Spyware as the name suggests is used to spy into a system. The job of
the spyware is to silently sit inside the host system and observe the activities of the
system.

It may also come from other sources like detachable storage devices. Spyware
sits quietly in the system and copies all the relevant information being input and
processed.

Example of how spyware work:
Suppose a user is logging on to any bank.
Once the website of the bank opens, the user id and login password is input.

After that if the user wants to do a financial transaction, the transaction password
has to be entered. All this information is quietly registered by the spyware. Then the
spyware sends all the information recorded from the user’s computer to its parent i.e.
probably a hacker somewhere on the Internet. The information may be transmitted
even while the user is using the system.

Once the hacker has the user’s information, like bank name, login id and password,
nothing can stop him/her from transferring the money from that account to
anywhere else.
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1.3.3 Social Engineering
A Social Engineer is a person who is able to gain access to equipment or a network

by tricking people into providing him/her the necessary access information. Often,
the Social Engineer gains the confidence of an employee and convinces him/her to
divulge username and password information.

A Social Engineer may pose as a technician to try to gain entry into a facility. Once
inside, he/she may look over shoulders to gather information, seek out papers on
desks with passwords, or obtain a company directory with e-mail addresses.

So, Social Engineering is a technique/method used by someone by trying to socialize
with someone else with the purpose of picking/getting his/her credentials or user
name and password with intention to use them during his/her absence. A user never
feels that revealing his/her credentials to someone that he/she trusts is wrong.

Example:

* A husband gives his credentials to her wife and vice versa.
e An Administrative Assistant gives his/her credentials to his/her boss.
e Etc

1.3.4 Shoulder Surfing

In computer security, shoulder surfing is a type of social engineering technique used
to obtain information such as personal identification number, password and other
confidential data by looking over the victim’s shoulder. This attack can be performed
either from a closer range by directly looking over the owner of information.
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Picture 1.2Someone can watch the keys you press when entering your password

1.3.5 Eavesdropping

Eavesdropping refers to the unauthorized monitoring of other people’s
communications. It can be conducted on ordinary telephone systems, emails,
instant messaging or other Internet services.

1.3.6 Cybercrimes
Cybercrime, also called computer crime, is any illegal activity that involves ICT tools
such as a computer or network-connected device, such as a mobile phone.

Different types of cybercrimes:

¢ Cyberbullying

Cyberbullying is bullying that takes place using electronic technology. Electronic
technology includes devices and equipment such as cell phones, computers, and
tablets as well as communication tools including social media sites, text messages,
chat, and websites.

Examples of cyberbullying include text messages, rumors sent by email or posted on
social networking sites, and embarrassing pictures, videos, websites, or fake profiles,
posting hurtful images, making online threats, and sending hurtful emails or texts.

Example: when someone tweets or posts on social media:
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Today, the president of United States resigns because he failed to supply laptops in
schools.

e Sexting

Sexting is the sending and receiving of text, photo or video messages of children
and young people that are inappropriate and sexually explicit.

These images are mostly self-generated and shared through mobile phone MMS,
Skype and social networking sites where images can be posted and shared such as
Facebook, WhatsApp, Twitter, Tumblr, Flickr, YouTube, Instagram, Snapchat etc.

e Grooming

“Grooming”is the way sexual predators get from bad intentions to sexual exploitation.
Sometimes it involves flattery, sometimes sympathy and other times offers of gifts,
money, transportation, or modeling jobs.

1.3.7 Website hacking

1.3.7.1 Definitions
Hacking

Hacking is a term used to describe actions taken by someone to gain unauthorized
access to a computer belonging to other people. It is the process by which cyber
criminals gain access to your computer. After entering in that computer, a hacker
can find weaknesses (or pre-existing bugs) in the security settings and exploit
them in order to access available information. He/she can also install a Trojan horse,
providing a back door for hackers to enter and search for your information.

1.3.7.2 Website hacking techniques

Mostoftheinformation belongingtodifferentindividuals orinstitutions either private
or public bring attention of outsiders who may want to break inside. The use of this
information differ according to the interest of its users. The owners or administrators
of websites should then put in place measures to protect their information and the
users. There exist different techniques used by hackers and hence, there are many
tools to deal with many kinds of theft and protect the websites.

Rwanda Information Society Authority (RISA) has pledged stronger cooperation
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with the public in enhancing cyber security for all computers in Rwanda amid an
alert over an outbreak of a security attack that has affected over 150 countries.
According to a statement, the cyber security attack is known as ransomware and
bears different variations like WannaCrypt, WannaCry, WannaCryptor or Wcrya.
The broad based ransomware attack has appeared in at least eight Asian nations,
a dozen countries in Europe, Turkey and the United Arab Emirates and Argentina
and appears to be sweeping around the globe, researchers said. The cyber-attack
mostly affects computers that run Microsoft Operating Systems, by automatically
encrypting the files and blocking the user’s access to the entire system. Over the
last decade Rwanda’s strong growth through ICT promotion has brought untold
opportunities and prosperity in the country. And as we globally face this challenge
in cyber security, as a country we strongly believe that an integrated strategy to
ensure effective regulation to our cyber security is significant at this point.

To mitigate this outbreak, RISA gave a set of actions to ensure lasting national
prevention and protection:

1. Users are required to maintain daily backups of critical data including
application, databases, mails systems, and user’s files. Backups should be
regularly tested for data restoration.

2. All computers should be installed with latest security updates (specifically
including MS17-010. Patch)

3. Until the security patch is applied, the Server Message Block v1 (SMB v1)
should be disabled on all computers.

4. The LAN perimeter firewall should be configured with a rule to block all
incoming SMB traffic on port 445.

5. All computers should be upgraded to Windows 10 to benefit from the
latest protection from Microsoft. The Windows Defender Antivirus, which
can detect the above malware, should also be enabled on all Windows
systems.

6. Ensure your Antivirus signatures are up to date as major vendors are all
working to deliver updated signatures to detect/ prevent this.

7. All users are advised not to open any suspicious email especially one that
has an attachment, furthermore all users are advised not to download any
files that they are not sure of the source.

Comprehensive action to strengthen our information and communication
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technology sector countrywide is taken. However, in case of any compromise or
attack, RISA advises that the affected computer/PC must be removed from the
network and the incident must also be reported to Rwanda Computer Security
Incident Response team with immediate effect.

WannaCry exploited a vulnerability in the Windows operating system and was
among a large number of hacking tools and other files that a group known as the
Shadow Brokers released on the internet. Shadow Brokers said that they obtained it
from a secret NSA server.

The identity of Shadow Brokers is unknown though many security experts believe
the group that surfaced in 2016 is linked to the Russian government.

1.3.8 Unwanted content

During the use of internet, some webmasters through the usage of cookies and other
applications had managed that when someone is navigating in a given website,
unwanted webpages are opened. This happens mostly for advertising of other
products or services rendered by other institutions or companies that contracted
the webmasters. Or, it happens by itself with malicious software.

1.3.9 Pornography and violence
1.3.9.1 Pornography

These are images and video whose focus is on n sex or sexual arousal either directly
or indirectly. In that group of videos, many films on pornography are produced and
sold all over the world. This kind of films hurts adults, children, couples, families, and
society.

Families, Non-Government Organizations and government institutions in charge of
education and social welfare need to fight seriously against tis malpractice which
addict our society and hence affect the whole development.

In Rwanda, the institutional and national ICT policies contain articles prohibiting to
watch pornographic film in offices. The selling of these films is also officially banned.

1.3.9.2 Cyber violence
Cyber violence is defined as online behavior that constitutes or leads to assault
against the well-being (physical, psychological, emotional) of an individual or group.

Computer Science Senior 6 Student Book



What distinguishes cyber violence from traditional off-line forms of violence is that
in the former case, some significant portion of the behavior takes place online,
although it may even be carried out in offline contexts. There exist four basic types
of cyber violence namely online contact leading to off-line abuse, cyber stalking,
online harassment, degrading representations.

1.3.10. Hate media and unwanted content

The hate media is a form of violence, which helps to demonize and stigmatize
people that belong to different groups of society. This type of media has incited
haters among citizens and in some cases influenced most of the genocide that the
world has known.
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1.4 Sources of virus and other attacks

LEARNING ACTIVITIES 1.4
In the school computer lab, when one student inserted a flash disk in one computer,

he/she gets a virus detection message and all files are immediately deleted and the
flash disk becomes empty

Another student discovers that when he/she opens a document in my MS Word, the

content is displayed in unknown characters.

The last students gets a message that looks like the one below:

Fil= Edit Wiew Options Help

&2 = E ) A

DRI HOT |

B [Mini071509-01.dmp 15072009 00:2,.. DRIVER_IRQL_MNOT_L... 0310000041

Mo A O ¥ nlntn nln nruen

O 000000:C Crc000C

[ n T nTa

FATUCH TO R T

1 Flim i AT O A, 1A IO 2T A

s heen detectec s has heen shut down to prevent damag

uter.

The prohlem seems to he caused hy the following file: tcpip

DRIVER_IRQL_MOT_LESS_OR_EQUAL

sure army new har

If ¢ s a new installatio
Picture 1.4: Wrong message interface

In groups, discuss what should be the causes for such problems.

Source of viruses

Virus infection in computers can be contacted through different means. Below are

the common causes of computer virus attack.

A. Internet
It can not be denied that internet is one of the common sources of virus infection.

This fact is not a real surprise and there is no point to stop using internet henceforth.
Majority of all computer users are unaware as when viruses attack computer systems.
Almost every computer user click/download everything that comes their way and

therefore, unknowingly, invites the possibility of virus attacks.




B. Downloadable Programs
One of the possible sources of virus attacks is downloadable programs from the
web. Unreliable sources and internet newsgroups are one of the main sources of
computer virus attacks. Downloadable files are one of the best possible sources of
virus. Any type of executable program including games, freeware, screen savers as
well as executable files are one of the major sources of computer virus attacks.

C. Cracked Software
Cracked Software proves to be yet another source of virus attacks. Most people who
download cracked and illegal versions of software online are unaware of the reality
that they may contain virus sources as well. Such cracked forms of illegal files contain
viruses and bugs that are difficult to detect as well as to remove.

D. Email Attachments
Email attachments are one of the other popular sources of computer virus attacks.
Hence, you must handle email attachments with extreme care, especially if the email
comes from an unknown sender. Installation of a good antivirus is necessary if one
desires to eliminate the possibility of virus attacks.

E. Removable media
Removable media such as CDs, USB flash disks,... can be a source of viruses when
the files they contain which may have been taken from other electronic devices,
have been infected.

F. F.Bluetooth Transfer
Viruses can be contacted through a transfer of documents via a Bluetooth, once one of
the computers is infected with a virus or the document to be transferred is infected.

Computer Science Senior 6 Student Book M4



1.5 Damage caused by Threats

LEARNING ACTIVITIES 1.5
From the previous lessons in this unit, different kinds of threats have been studied with

their characteristics and their modes of contamination.

Discuss in groups the possible damages that they could cause in a computer, a school

computer laboratory and in any network.

The consequences of the damages may vary according to the specific type of
malware and the type of device that is infected plus the nature of the data that is
stored on or accessed the device.

Whereas in some cases the results of a malware infection may be invisible to the
user, in other cases the damage can have serious consequences.

Damages caused by threats:

Forhome users

- It can infect a computer if the user clicks on an infected banner or if he/she
downloads and opens an attachment from a spam email or if he/she ends
up on an infected website

- Harvest user’s data and send it to cybercriminal servers to use it in future
attacks

- Destroy user’s data, it happens when the encryption key was not
downloaded correctly and won't work when trying to decrypt your data

- Hide from being detected by antivirus products because of its
communication mechanisms

- Enlist your computer in a botnet and use its resources to launch attacks on
other victims.

- Performance dropped when the user is not doing anything heavy.

On corporate network

- Web efacements and Semantic Attacks are used to propagate false
information by changing the web page content subtly.

- In Domain Name Server (DNS) Attacks, when the user requests for a
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particular website to the DNS server, then he/sheis diverted to an unwanted

website because of a wrong Internet Protocol (IP) address generated by the
DNS server (DHCP).

- Distributed Denial of Service (DDoS) Attacks involves high volume of
communications to the targeted computers. It is the strategy that cyber
attackers use to slow down those targeted computers.

- There are compound attacks whereby attackers can combine a number
of attacks and make a series out of them which can destroy everything by

leaving no possibility of recovery.

1.6 Threats protection and precaution

As with any business asset, hardware, software, networks, and data resources need to
be protected and secured to ensure quality, performance, and beneficial use.

They are four simple ways of protecting a computer:

1. To install antivirus software
2. To install firewall.
3. Toinstall anti-spyware software.
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4. To use complex and secure passwords.

Effective security measures can reduce errors, fraud, and losses.

1.6.1 Antivirus
i. Definition

Antivirus software are computer programs that attempt to identify, neutralize or
eliminate harmful softwares. The term “antivirus”is used because the earliest lessons
were designed to combat a wide range of threats, including worms, trojan and other
malware. Antivirus software typically uses three different approaches to accomplish
their tasks:
- The first way is to examine file looking like kwon viruses that match virus
definition in virus dictionary

- The second way is to try and to recognize unusual behavior from a program
which might signify a threat

- The last way is to prevent the execution of all computer codes which has not
been identified as truth worthy

ii. Virus detection

An antivirus needs to scan the system in order to detect a security threat such as a
virus. There exist 3 possible actions, depending to the user’s choice, when a virus has
been found in a file:

« Move to quarantine: the infected file will be moved in protected repertory.
It will thus be inaccessible and the code of the virus will not be executed.

« Repair/ Disinfect: the antivirus can also try to repair an infected file, i.e.
to remove the code of the virus from the file. This is needed especially for
program files.

« Delete: in this case, if the infected file cannot be repaired, there is no other
alternative rather than deleting it. It is especially useful when this file is not
essential to system, especially if it is not a program file.

After scanning an internal or external storage device, a report is generated in form
of an interface. An example is shown below.

iii. Anti-Virus installation
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In this case Kaspersky 2017 is going to be used as an example of how to install an
antivirus.

Before the installation of Kaspersky 2017 on a computer, the following preparation
has to be made:
e Make sure that the software is on external storage device or on another
computer is a network;

e Check if the computer meets the requirements of Kaspersky Anti-Virus
2017;

* Make sure no antivirus software of Kaspersky Lab or other vendors is
installed on your computer;

e Checkif there is any incompatible software, remove it;

¢ Close all running applications;

Check if it is Kaspersky Anti-Virus 2017 installation under Windows 10, then click on
the Desktop tile on the start screen.

Standard Installation:

1. Download the installation file from Kaspersky Lab website and run it. Then,
the user follows the instructions given by the system.

2. If the antivirus Kaspersky installation file is saved in another computer of
the same network, connect to that computer and run the executive file
from it or displace it using a removable storage. The instructions will be
followed as in the point above

3. Insert the disc into the CD/DVD drive if it contains the Kaspersky
installation file. If the installation does not start automatically, run the
installation file manually. Click Install.

4. Read the License Agreement in the window that appear afterward by
clicking on the respective link. Accept its terms to install the application.
Respond to other windows that may display in halfway during the
installation

5. Wait until installation is completed. Make sure the Start Kaspersky Anti-
Virus check box is selected, then click Finish.

Updating an antivirus

As mentioned above, new viruses are created every day. But if an antivirus is not
aware of the signature of the newly developed virus, it will not know it and this
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enables the virus to attack the computer. It is important to regularly update the list
of signatures of antivirus and if possible every day or at least after 3 days. These
signatures are offered by the company which has developed the antivirus used.
Signatures of viruses are kept in a database created by the company that created
the antivirus. The steps to go through while updating an anti virus software depends
on the type of that anti virus.

1.6.2 Anti spyware

Anti-spyware software is a type of program designed to prevent and detect
unwanted spyware program installations and to remove those programs if installed.
Detection may be either rule based or based on downloaded definition files that
identify currently active spyware programs. Notice that most anti-virus software
such as AVG contain inbuilt anti spyware software.

There exist many anti spyware software but the most popular are the following: AVG
Anti Spyware, CheckFlow Anti Spyware 2005, CounterSpy, NoAdware, Avast and
ScanSpyware

1.6.3 Firewall

Computers connected to communication networks, such as the internet, are
particularly vulnerable to electronic attack because so many people have access
to them. These computers can be protected by using firewall computers or firewall
software placed between the networked computers and the network. The firewall
examines, filters, and reports on all information passing through the network to
ensure its appropriateness.

1.6.4 Parental Control
(Family Safety for any user)

The Parental Controls feature is a valuable tool for controlling the amount of time the
children spend on the computer and the programs they're using. Parental controls
can filter the web, blocking inadvertent access to inappropriate websites.
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————— |
2€arcn Lontrol Fanel

@@vh&‘ <« Parental Controls » User Controls - | 3 |

Iﬁl
Set up how Littlegeek will use the computer
Parental Controls: Current Settings:
@ On, enforce current settings .
- off Littlegeek
Standard user
P o protected
Windows Settings Fsswiord protects
s#he  Time limits . -
b, Time Limits: Off
Contrel when Littlegeek uses the computer metimis
) Game Ratings: Off
(@' Games
%@ Control games by rating, content, or title Program Limits: Off
X A”DV{E?‘Id block any programs on your computer

Picture 1.5: Windows 10 Parental Controls

1.6.5 Access control
Access control is a security technique that can be used to regulate who or what can
view or use resources in a computing environment.

The access control model used by some operating systems ensures authorized use
of its objects by security principles. Security principaples include users and groups.
Security principles perform actions on objects, which include files, folders, printers,
registry keys and Active Directory.

Username and Password

The user can protect the access to the operating system. The administrator defines
the passwords of users who are allowed to use the computer. If users do not enter
the valid credentials (Username and Password), access will be denied.

¢ New account and password creation

1. From your current account, go to Settings > Accounts > Other People.
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D @ Filters ~v~
Best match

Settings
Trusted Microsoft Store app

Search suggestions

@ Metwork & Internet
Wi-Fi, airplane mode, VPN

Personalization
Background, lock screen, colors

Q ccounts
Your account, sync settings, work, family

T Time & language
A Speech, region, date

1. Click Add someone else to this PC.

2. That dialog box wants you to enter the email address associated with a
Microsoft account. Ignore that box and instead click I don’t have this
person’s sign-in information.

| don't have this person’s sign-in information

Privacy statement

Mext

3. The previous option opens a new dialog box that encourages you to
create a new Microsoft account, which is not your goal. Ignore the fields
at the top of this dialog box and instead click Add a user without a
Microsoft account.
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*If you already use a Microsoft service, go Back to sign in with that ac

Add a user without a Microsoft account

Mext

4. Now create that local user account, entering a short descriptive user name,
a password you'll be able to remember, and a password hint (which is
mandatory).

Who's going to use this PC?

| uwimana |

Make it secure.

| mercil > |

Back Mext

1.6.6 Identification

Identification occurs when a user (or any subject) claims or professes an identity.
This can be accomplished with a username, a process ID, a smart card, or anything
else that can uniquely identify a subject. Security systems use this identity when
determining if a subject can access an object.

In computer security, general access control includes authentication and
authorization. Authentication and access control are often combined into a single
operation, so that access is approved based on successful authentication, or based
on an anonymous access token. Authentication methods and tokens include
passwords, biometric scans, physical keys, electronic keys and devices.

*  Authentication
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Authentication is a process in which the credentials provided are compared to those
on file in a database of authorized users’information on a local operating system or
within an authentication server. If the credentials match, the process is completed
and the user is granted authorization for access. The permissions and folders
returned define both the environment the user sees and the way he can interact
with it, including hours of access and other rights such as the amount of allocated
storage space.

Therefore, Authentication verifies the identity and authentication enables
authorization

*  Authorization

Authorization is the process of giving someone permission to do or have something.
In multi-user computer systems, a system administrator defines for the system which
users are allowed access to the system and what privileges of use (such as access to
which file directories, hours of access, amount of allocated storage space, and so
forth).

1.6.7 Biometric authentication

Biometric authentication is a security process that relies on the unique biological
characteristics of an individual to verify that he/she is who is says he/she is. Typically,
biometric authentication is used to manage access to physical and digital resources
such as buildings, rooms and computing devices.

Types of biometric authentication technologies:

Retina scans produce an image of the blood vessel pattern in the light-sensitive
surface lining the individual’s inner eye.

Iris recognition is used to identify individuals based on unique patterns within the
ring-shaped region surrounding the pupil of the eye.

Finger scanning, the digital version of the ink-and-paper fingerprinting process, and
works with details in the pattern of raised areas and branches in a human finger
image.

Finger vein ID is based on the unique vascular pattern in an individual’s finger.
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Facial recognition systems work with numeric codes called face prints, which
identify 80 nodal points on a human face.

Voice identification systems rely on characteristics created by the shape of the
speaker’s mouth and throat, rather than more variable conditions

1.6.8 Encryption and Decryption

Definition of Key Terms

Cryptography means “secret writing” However, the term is used to refer to the
science and art of transforming messages to make them secure and immune to
attacks.

Encryption is the process of encoding a message or information in such a way
that only authorized parties can access it. Encryption does not of itself prevent
intervention, but denies the intelligible content to a would-be interceptor.

To read an encrypted file, you must have access to a secret key or password that
enables you to decrypt it. Unencrypted data is called plain text; encrypted data is
referred to as cipher text.

Decryption is the process of taking encoded or encrypted text or other data and
converting it back into text that you or the computer can read and understand. This
term could be used to describe a method of un-encrypting the data manually or
with un-encrypting the data using the proper codes or keys. It isreversing encryption
process

Cryptosystem: A combination of encryption and decryption methods

Cleartext or Plaintext: The original message, before being transformed, is called
plaintext. After the message is transformed, it is called ciphertext. An encryption
algorithmtransforms the plaintextinto ciphertext; adecryptionalgorithm transforms
the ciphertext back into plaintext.
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1.6.9 Data Backup and recovery point

a. Data backup

Just as the system restore points allow the restoration of operating system
configuration files, backup tools allow the recovery of data. The user can use the
Microsoft backup tool to perform backups as required.

Storing backup copies of data and having backup computer capabilities are
important basic safeguards because the data can then be restored if it was altered
or destroyed by a computer crime or accident. Here are some considerations for
data backups:

¢ Computer data should be backed up frequently
e Should be stored nearby in secure locations.

e Transporting sensitive data to storage locations should also be done
securely.

By using MS windows 10, the backup is done in this way:

1. Open control panel.
2. Click on system and security.

Adjust your computer's settings

Review your computer's status

‘

Save backup copies of your files with File History
Backup and Restore (Windows 7)
Find and fix problems

- Metwork and Internet
l View networlk status and tasks

Choose homegroup and sharing options

3. Click on backup and restore (windows 7).
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\@ Power Options

Change battery settings | Require a password when the computer wakes
Change what the power buttons de | Change when the computer sleeps

File History
ﬁ? Save backup copies of your files with File History | Restore your files with Fi

Backup and Restore (Windows 7)

Backup and Restore (Windows 7) Restore files from backup

:_-_;% BitLocker Drive Encryption
Manage BitLocker

4. On the left pane, click the create a system image link.
@ Backup and Restore (Windows 7)

« v 4 '@ » Control Panel » System and Security » Backup and Restore (Windows 7)

Control Panel Home :
Back up or restore your files

B Create a system image Backup

§ Create a system repair disc Windows Backup has not been set up.

Restore
Windows could not find a backup for this computer,

WD5elect ancther backup to restore files from

5. Under“where do you want to save the backup?” choose location.
6. Using the“on a hard disk” drop-down menu, select the storage to save the

backup and click on start back up button
The fcllwing drives will be backed up:

 System Reserved (System)

[C:) (Syztem)

rior
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b. Recovery point
i. Fix problems with system restore

Microsoft Windows Operating System helps to recover from problems that might
stop it from working properly, but there may come a time when it needs some
manual intervention. Microsoft’s latest operating system has a similar set of recovery
tools as easier versions for this, but not all work in the way you would expect and
there are some new options at your disposal, too.

ii. System restore on windows 10

As with earlier versions of windows, system restore allows to ‘rewind’” windows
installation to an earlier working state, without affecting the documents inside
the computer. This is possible because windows automatically saves restore points
when something significant happens, such as installing a windows update or a new
application the idea being that if it goes wrong, the last restore point (or an even
earlier one) can be returned back and get things performing as they were previously.
The problem is that system restore is disabled by default in windows 10 and shuld
therefore be enabled before benefiting from its features. Here is how to enable it:

e Open system restore

Search for system restore in the windows Operating Systemsearch box and select
create a restore point from the list of results. When the system properties dialog
box appears, click the system protection tab and then click the configure button.
The following interface is coming from Microsoft Windows 10 Operating System.
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System Properties X

Computer Name  Hardware Advanced System Protection  Remote

é Use system protection to undo unwanted system changes.
=

System Restars

“fou can undo system changes by reverting

your computerto a previous restore point. System Restore...

Protection Settings

Available Drives Protection
‘i Windows 7 (C:) (System) Off

Configure restore settings, manage disk space,
and delete restore points Configure...

To create a restore pairt, first enable protection

by selecting a drive and clicking Corfigure Create. .

Coeel | e

Picture 1.6 : System Protection layout

e Enable system restore

Click to enable turn on system protection and then use the max usage slider to
determine how much of your hard drive to use to store restore points — 5% to 10% is
usually sufficient — and click ok. If you ever need to create a restore point manually,
return to this dialog box and click the Create button, otherwise Microsoft windows
10 will create them automatically.

Gt P,
‘i System Protection for Windows 7 (C:)

ﬁé) Restore Settings

By enabling system protection, you can undo undesired changes by
System reverting your computer to a previous pointin time.,

You ci | @Turn on system protection

() Disable system protection

4 Disk Space Usage

You can adjust the maximum disk space used for system protection. As
space fills up, older restore points will be deleted to make room for new
ones.

Current Usage: 0 bytes

Confi

and

Max Usage: '

;—;; 5% (1.97 GB)

Delete all restore points for this drive,
Delete

G ] [y

Picture 1.7 : System protection settings
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* Restore your pc

Whenever you want to return to a restore point, open the system properties dialog
box again (see step 1), click the system protection tab and then click the System
restore button. Follow the on-screen instructions and select the desired restore
point when prompted. You can also click the scan for affected programs button
before going any further, to see what might change on your pc afterwards. When
you're happy to proceed, click next.

P System Restore

Restore your computer to the state it was in before the selected event

Current time zone: GMT Summer Time

Date and Time Description Type

01/10/2015 11:17:28 System Restore enabled |Manual |

Scan for affected programs

Picture 1.8: System Restore

a. If system restore doesn’t work event

Some serious windows problems can prevent you from rewinding to a restore point
with system restore, but all is not lost. All you need to do is start windows 10 in
safe mode. This barebones windows mode only runs the essential parts of windows,
which means any problematic apps, drivers or settings will be disabled. System
restore will then usually be successful.
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1. Open advanced start-up
Go to start > settings > update & security > recovery and click restart now below
advanced start-up.

[ Settings & o X
§33  UPDATE & SECURITY [ Find a setting )
Windows Update i

Reset this PC
R A If your PC isn’t running well, resetting it might help. This lets you
choose to keep your files or remove them, then re-installs
Backup Windows.
Get started
Recovery
Activation

| Advanced start-up

For developers

Advanced start-up

Start up from a device or disc (such as a USB drive or DVD),
change Windows start-up settings or restore Windows from a
system image. This will restart your PC.

Figure 1.9: update and security settings

2. Start system restore in safe mode
Windowswillthenrestartand display achooseanoption menu.Select troubleshoot
> advanced options > system restore and use system restore in the usual way.

Choose an option

Continue

a Exit and continue to Windows 10

Troubleshoot
Reset your PC or see advanced options

Turn off your PC

Picture 1.10 : Start system restore in safe mode
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b. Recovering from more serious problems

System restore won't always rescue your pc from very serious problems, but windows
10 still has extra trick up its sleeve. It can restore windows to a factory fresh state
without affecting your documents, although everything else (including apps) are
removed. Even so, you should make sure you have a back up of your important files
before using this option, just in case.

1. Open reset this pc
Go to start > settings > update & security > recovery and click get started below
reset this pc.

2. Reset windows 10, but save your files
On the next screen, click keep my files and follow the on-screen instructions to reset
windows 10. You'll see a list of apps that will be removed and be asked to confirm
your choice before going any further.

(© Ready to reset this PC

Resetting will:

» Remove all apps and programs that didn't come with this PC
* Ch settings back to their defaults

* Re Windows without removing your personal files

This will take a while and your PC will restart.

Picture 1.11: Resetting windows 10 layout

3. Reset this PC from safe mode
As with system restore, serious windows 10 problems can prevent reset this PC from
working, but you can also run it from safe mode to bypass this. Follow step 1 under
if system restore won't work above, but instead choose troubleshoot > reset this pc

Computer Science Senior 6 Student Book



> keep my files under step 2.

© Reset this PC

Choose an option

Picture 1.12: Resetting windows 10 Options
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UNIT 2. LAN ARCHITECTURE, NETWORK
PROTOCOLS AND MODELS

Key Unit Competency: To be able to identify computer network models, protocols
and configure network devices

Introductory Activity

2.1 LAN architecture
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2.1.1 Definition of LAN Architecture?

A Local Area Network (LAN) architecture is the overall design of a computers network
that interconnects computers within a limited area such as a residence, school,
laboratory, university campus of office building. The LAN architecture consists of
three levels: Physical, Media Access Control (MAC) and Logical Link Control (LLC).

e The LLC provides connection management, if needed.

e The Media Access Control (MAC) is a set of rules for accessing high speed
physical links and for transferring data frames from one computer to
another in a network.

¢ The Physical level deals mainly with actual transmission and reception of
bits over the transmission medium.

2.1.2 Major Components of LANs
A LAN is made of the following main components:
- Hardware:
¢ Computers
0 Network interface card (NIC) linked to physical address

0 Media or Cables (Unshielded twisted pair, Coaxial cable, Optical fiber, Air
for wireless)

¢ Hub, Switches, repeaters

- Access Methods: Rules that define how a computer puts data on and takes it
from the network cable.

- Software: Programs to access and / or to manage the network.

2.1.3 Aspects of LAN architecture.

These aspects include:
- LAN’s physical topology: defines how the nodes of the network are physically
connected
- LAN’s logical topology: how data is transmitted between nodes

- LAN’s MAC protocol: used for the physical identification of different devices
within the network
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2.1.4 Ethernet

Ethernet is a family of computer networking technologies commonly used in local
area networks, metropolitan area networks and wide area networks. Ethernet cable
is one of the most popular forms of network cable used in wired networks. They
connect devices together within a local area network like PCs, routers and switches.
A standard Ethernet network can transmit data at a rate up to 10 Megabits per
second (10 Mbps). Ethernet uses CSMA/CD (Carrier Sense multiple Access with
Collision Detection)

2.1.5 Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
In a LAN, computers transmit data to each other. Normally, there is order to follow
so that two computers can not send data at the same time while they are using the
same route. When it happens that two computers send messages at the same time,
there is what we call data collision. Therefore, a data collision occurs when two or
more computers send data at the same time. When this happens, each computer
stops data transmission and waits to resend it when the cable is free. Carrier Sense
Multiple Access with Collision Detection (CSMA/CD) is a set of rules determining
how network devices respond to a collision.

How does the CSMA/CD work?
Consider the following picture:

Computers A,B,C and D
| | are connected to

the same network

I | Computers A and D try

to use the cable at
the same time.

I% I I I%
| -
l A | A collision happens

Collision

I m I I ' @ All computers are informed

that a collision occured

IJam| Jaml Jam ‘Jam |Jam |Jam lJam |Jam

Figure 2.1.: CSMA/CD
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On the figure above, host A is trying to communicate with host B. Host A“senses” the
wire and decides to send data. But, in the same time, host D sends its data to host C
and the collision occurs. The sending devices (host A and host D) detect the collision
and resend the data after a random period of time.

When a collision occurs on an Ethernet LAN, the following happens:
e A jam signal informs all devices that a collision occurred.

A signal sent by a device on an Ethernet network to indicate that a collision has
occurred on the network is called a jam signal.
¢ The collision invokes a random backoff algorithm (a set of rules which

controls when each computer resends the data in order to assure that no
more collision will happen again).

e Each device on the Ethernet segment stops transmitting for a short time
until the timers expire.

* All hosts have equal priority to transmit after the timers have expired.

2.2 Cable Ethernet Standards

2.2.1 Definition of standard
Standards provide guidelines to manufacturers, vendors, government agencies, and

other service providers in guaranteeing national and international interoperability
of data and telecommunications technology and processes. With Ethernet
technologies, different types of standards have been so far used in networks.
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The different Ethernet technologies used in wired networks to connect computers

are given in the following table. The choice of one or another type depends on the

size of networks and the quantity of data to exchange.

Name IEEE Data | Media Type Maximum Advantages
Standard | Rate Distance
Ethernet |802.3 10 10Base-T 100 meters | Low cost components
Mbps Easy to install
Easy to troubleshoot
Fast 802.3u | 100 |100Base-TX | 100 meters |Itisthe most popular
Ethernet/ Mbps 100Base-FX | 2000 meters and cheapest Ethernet
100Base-T
Gigabit 802.3z | 1000 | 1000Base-T | 100 meters |Gigabit Ethernetis ten
Ethernet/ Mbps 1000Base- | 275/550 Epggfrfz:terthan Fast
GigE SX meters
1000Base- | 550/5000
LX meters
10 Gigabit | IEEE 10 10GBase-SR | 300 meters | Itis the fastest one
Ethemet | 802.3a¢ |Gbps | 10GRase- | 300m It is too expensive
LX4 Multimode
10GBase- Fiber (MMF)
LR/ER / 10km
j0GBase- | Shg e
10km /40km
300m/10km
/40km

Table 2. 1: LAN Technology Specifications

T10BASE-F

10BASE-F is a generic term for the family of 10 Mbit/s Ethernet standards using
fiber optic cable. In 10BASE-F, the 10 represents its maximum throughput of 10
Mbit/s, BASE indicates its use of baseband transmission, and F indicates that it relies
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on medium of fiber-optic cable. In fact, there are at least three different kinds of
10BASE-F. All require two strands of 62.5/125 um multimode fiber.One strand is used
for data transmission and one strand is used for reception, making 10BASE-F a full-
duplex technology.

The 10BASE-F variants include 1T0BASE-FL, T0BASE-FB and 10BASE-FP. Of these
only TOBASE-FL experienced widespread use. All 10BASE-F variants deliver 10 Mbit/s
over a fiber pair. These 10 Mbit/s standards have been largely replaced by faster Fast
Ethernet, Gigabit Ethernet and 100 Gigabit Ethernet standards.

T0BASE-FL

10BASE-FL is the most commonly used 10BASE-F specification of Ethernet over
optical fiber. In TOBASE-FL, FL stands for fiber optic link. It replaces the original fiber-
optic inter-repeater link (FOIRL) specification, but retains compatibility with FOIRL-
based equipment. The maximum segment length supported is 2000 meters.When
mixed with FOIRL equipment, maximum segment length is limited to FOIRL's 1000
meters.

Today, TOBASE-FL is rarely used in networking and has been replaced by the family
of Fast Ethernet, Gigabit Ethernet and 100 Gigabit Ethernet standards.

T10BASE-FB

The 10BASE-FB (10BASE-FiberBackbone) is a network segment used to bridge
Ethernet hubs. Due to the synchronous operation of 10BASE-FB, delays normally
associated with Ethernetrepeaters are reduced, thus allowing segment distances
to be extended without compromising the collision detection mechanism. The
maximum allowable segment length for T0BASE-FB is 2000 meters.

T10BASE-FP

10BASE-FP calls for a non-powered signal coupler capable of linking up to 33 devices,
with each segment being up to 500m in length. This formed a star-type network
centered on the signal coupler. There are no devices known to have implemented
this standard.
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2.2.1 Wireless network standards

Wireless LANs (WLANSs) use radio frequencies (RFs) that are radiated into the air from
an antenna that creates radio waves.

Because WLANSs transmit over radio frequencies, they are regulated by the same types
of laws used to govern things like AM/FM radios. It is the Federal Communications
Commission (FCC) that regulates the use of wireless LAN devices, and the IEEE takes
it from there and creates standards based on what frequencies the FCC releases for
public use.

The wireless standards like the Ethernet standards are applied in different situations.

The table below clearly describes each type.

Standard

Specification

Advantages

Disadvantages

802.11 Standard

Rate: 1Mbps and
2Mbps.

Slowest.

bandwidth rated up
to 1300 Mbps on the
5 GHz band plus up

802.11b Standard [t runsin the 2.4GHz | Lowest cost; signal Slowest maximum

radio frequency range is good and speed.
not easily blocked

802.11g Standard It operates in the It is backward Costs more than
2.4GHz and delivers | compatible with 802.11hb.
a maximum data rate | 802.11b.
of 11Mbps

802.11n standard Bandwidth up to 54 | Best signal range Standard is not yet
Mbps, and it uses the | and it is backward- finalized; costs more
2.4 GHz frequency for | compatible with than 802.11g;
greater range. 802.11b/g gear.

802.11acstandard | It provides up to 300 | It offers backward -
Mbps of network compatibility to
bandwidth 802.11b/g/n and

to 450 Mbps on 2.4
GHz.

It operates on both

the 2.4 GHz and 5

GHz Wi-Fi bands.

802.11ac

Table 2. 2: Summary of wireless standards
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2.2.3 Range, bandwidth and frequency

One characteristic that measures network performance is bandwidth. The bandwidth
reflects the range of frequencies we need. However, the term can be used in two
different contexts with two different measuring values: bandwidth in hertz and
bandwidth in bits per second.

a. Bandwidth in Hertz

Bandwidth in hertz is the range of frequencies contained in a composite signal or
the range of frequencies a channel can pass. For example, we can say the bandwidth
of a subscriber telephone line is 4 kHz.

b. Bandwidth in Bits per Seconds

The term bandwidthcan also refer to the number of bits per second that a channel,
a link, or even a network can transmit per second. For example, one can say the
bandwidth of a Fast Ethernet network is a maximum of 100 Mbps. This means that
this network can send 100 Megabits per second.

2.2.3.1 Frequency and Network Range

The higher the frequency of a wireless signal, the shorter its range. 2.4 GHz wireless
networks therefore cover a significantly larger range than 5 GHz networks. In
particular, signals of 5 GHz frequencies do not penetrate solid objects nearly as well
as do 2.4 GHz signals, limiting their reach inside homes.

Many older Wi-Fi devices do not contain 5 GHz radios and so must be connected to
2.4 GHz channels in any case.

2.4 GHz 5 GHz

802.11b/g/n 802.11a/n/ac

Greater Range (~90 meters) Lower Indoor Range (~28 meters)
Universal Compatibility Limited Compatibility (a/n/ac devices only)
3 non-overlapping channels 24 non-overlapping channels

Congested with Wi-Fi Little Wi-Fi congestion

Plagued by non-Wi-Fi interference Very little non-Wi-Fi interference

Table 2. 3: 2.4 GHz and 5 GHz Comparison
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2.2.3.2 Range, Bandwidth and Frequency

¢ The term ‘Bandwidth’ refers to the speed at which data is transferred over
the wireless network (more bandwidth means faster downloading and
uploading)

¢ The term ‘Range’ refers to the maximum distance from the router at which
the network can be received (the greater the range, the further you can be
from the router and still be connected).

¢ The term ‘Frequency’refers to the number of waves that pass a fixed place
in a given amount of time. So if the time it takes for a wave to pass is is
1/2 second, the frequency is 2 per second. If it takes 1/100 of an hour, the
frequency is 100 per hour.

High
frequency
radio waves

Lowr
frequency
radio waves

Source: Universal Technique For The Fastest Communication With The Minimum Uncertainty In Losing
The Information published on http.//www.iaeng.org/publication/WCE2010/WCE2010_pp242-246.pdf

Usually frequency is measured in the hertz unit, named in honor of the 19th-century
German physicist Heinrich Rudolf Hertz. The hertz measurement, abbreviated Hz, is
the number of waves that pass by per second. For example, an "A" note on a violin
string vibrates at about 440 Hz (440 vibrations per second).
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2.2.3.3 Advantages and Disadvantages of the 2.4 GHz and the 5 GHz Wireless

Networks
2.4 GHz Wireless Networks 5 GHz Wireless Networks
Advantages Disadvantages Advantages Disadvantages
« ltischeaperto|- Ithasalower « lthasa « Itis more expensive
manufacture bandwidth much higher to manufacture
devices that than the 5 GHz bandwidth devices that use this
use this network. than the 2.4 frequency, therefore,

frequency. As
a result, this
frequency
has become
standard

and all Wi-

Fi enabled
devices can
use this
network.

« Ithasamuch
better range
thana5
GHz wireless
network. This
is due to the
fact that the
radio waves
are able to
penetrate
solid objects
(such as walls
and floors)
much better
than the 5
GHz radio
waves.

«  Devices such as
cordless phones
and microwaves
use the same
2.4 GHz radio
waves as a
wireless router.
If you have such
devices at home,
they can cause
interference
with the radio
waves from the
router, causing
the network’s
bandwidth to be
reduced.

+  More devices
support this
frequency so
there is more
congestionin
this frequency
which may
cause issues
with bandwidth.

GHz network.

«  This network
is not used
by common
wireless
devices such
as cordless
phones;
therefore,
there will
be no or
very little
interference
to cause a
reduction in
bandwidth.

only few wireless
devices can use this
network.

It has a much lower
range than the

2.4 GHz wireless
network. Being the
higher frequency of
the two, it is not able
to penetrate solid
objects as great as
the 2.4 GHz radio
waves.

As this is a newer
standard and

more expensive to
implement, fewer
devices support this
frequency

s this is a newer
analyzed the pros
and the cons for
both the 2.4 GHz and
the 5 GHz wireless
networks, which
wireless network do
you think will be the
best for you?
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2.2.3.4 Tokenring

Token ring or IEEE 802.5 is a network where all computers are connected in a circular
fashion. The term token is used to describe a segment of information that is sent
through that circle. When a computer on the network can decode that token, it
receives data.

A Multistation Access Unit (MSAU) is a hub or concentrator that connects a group of
computers ("nodes" in network terminology) to a token ring local area network. For
example, eight computers might be connected to an MSAU in one office and that
MSAU would be connected to an MSAU in another office that served eight other
computers.Inturn,that MSAU could be connected to another MSAU in another office,
which would be connected back to the first MSAU. Such a physical configuration is
called a star topology. However, the logical configuration is a ring topology because
every message passes through every computer one at a time, each passing it on to
the next in a continuing circle.

Figure 2. 1: Multistation access unit (MSAU)
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Classrooms

35 meters

Computer labs

Staff room

Figure 2. 2: School buildings

20 meters

2.3 Fiber Distributed Data Interface (FDDI)

Source: http://yourpict.com/editor/?
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2.3.1 Definition

The Fiber Distributed Data Interface (FDDI) is a standard developed by the American
National Standards Institute (ANSI) for transmitting data on optical fiber cables. FDDI
supports transmission rates of 100 megabits per second on token-passing networks.

FDDI provides high-speed network backbones that can be used to connect and
extend LANSs.

Server

FDDI
BACKBONE

Remote
Las

Fauter

FOCrl
Bridge

I t — Ethemet=

Whakestations
FODI LAM configuration

Figure 2. 3: Fiber Distributed Data Interface LAN configuration
Source: http.//aquaticws.com/fddi-network-47/

2.3.2 Advantages of FDDI
The Fiber Distributed Data Interface allows the transmission of very large volumes of
data over large distances. It provides high bandwidth.

2.3.3 Disadvantages

The Fiber Distributed Data Interface (FDDI) is an expensive technology to set up
because the network devices require a special network card and also the required
fiber-optic cabling is expensive than twisted-pair cable. Because most Fiber
Distributed Data Interface (FDDI) installations use a redundant second ring, more
cabling is required.




2.3.4 Fiber Optic cables

A fiber optic cable is a glass or plastic strand that transmits information using light
and is made up of one or more optical fibers enclosed together in a sheath or jacket.
It has the following properties:

* Not affected by electromagnetic or radio frequency interference.

e All signals are converted to light pulses to enter the cable, and converted
back into electrical signals when they leave it.

 Signals are clearer, can go farther, and have greater bandwidth than with
copper cable.

 Signal can travel several miles or kilometers before the signal needs to be
regenerated.

e Usually more expensive to use than copper cabling and the connectors are
more costly and harder to assemble.

e Common connectors for fiber-optic networks are SC, ST, and LC. These three
types of fiber optic connectors are half-duplex, which allows data to flow in
only one direction. Therefore, two cables are needed.

a. Types of fiber optic

There are three types of fiber optic cable commonly used: single mode, multimode
and plastic optical fiber (POF).

1. Single-mode: Cable that has a very thin core. It is harder to make, uses
lasers as a light source, and can transmit signals dozens of kilometers with
ease.

Single-Mode

Cladding Glass \
s T = o o

Core Glass j

Source: https.//www.ad-net.com.tw/difference-between-single-mode-fiber-and-multi-mode-fiber/

Figure 2. 4: Single mode Optical Fiber

2. Multimode: Cable that has a thicker core than single-mode cable. It is
easier to make, can use simpler light sources (LEDs), and works well over
distances of a few kilometers or less.
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Multimode

™ Cladding Glass
I

Figure 2. 5: Multimode Optical Fiber

\_f

Core Glasb

3. Plastic optical fiber (POF):Transparent glass or plastic fibers which allow

light to be guided from one end to the other with minimal loss.

Core

Buifer

Cladding

Figure 2. 6: Plastic Optical Fiber

Source: http.//www.thefoa.org/tech/ref/basic/ljar-fib.jpg

The Fiber optic technologies are summarized in the following table.

Maximum
Supported
Designation Segment Transfer Speed | Topology
Media
Length
Fiber-optic- 412 meters
100 Mbps,
two strands (Half-Duplex), Star(often only
100Base-FX ] (200 Mb/s full- ] )
of multimode 2000 m (full- point-to-point)
duplex mode)
62.5/125 fiber duplex)
Fiber-optic- Star, using
two strands buffered
1000Base-SX 260m 1Gbps
of multimode distributor hub (or
62.5/125 fiber point-to-point)
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Fiber-optic-

specialty cable

two strands 440m Star, using

of multimode (multimode) buffered
1000Base-LX 1Gbps

62.5/125 fiber | 5000 m (single distributor hub (or

or monomode | mode) point-to-point)

fiber

Twinax,150-

Ohm-balanced, Star(or point-to-
1000Base-CX 25m 1Gbps

shielded, point)

10Base-FL

2.4 Network devices
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2.4.1 Wireless LAN cards (Network adaptors)

Also called Network Interface Cards (NICs), they are connectivity devices enabling a

desktop, server, printer, or other node to receive and transmit data over the network
media

a. Types of Wireless Network Interface Cards (NICs)
NICs come in a variety of types depending on:

- The access method (for example, Ethernet versus Token Ring)

- Network transmission speed (for example, 100 Mbps versus 1 Gbps)
- Connector interfaces (for example, RJ-45 versus SC)

- Type of compatible motherboard or device (for example, PCl)

- Manufacturer (popular NIC manufacturers include 3Com, Adaptec, D-Link,
IBM, Intel,

- Kingston, Linksys, and so on)

b. Wireless NIC card installation and configuration

- Refer to the card manufacturer's quick-start guide. Alternatively, you can also
run the software installation program on the CD which comes with the PCI
card and observe the steps to install it.

- Shut down the PC.
- Remove the cover.

- Locate an available PCl slot and remove the corresponding slot cover from
the back of the PC.

- Carefully route the antenna through the open slot in the back of the PC,
insert the card in the slot, and secure it. Replace the cover.

- Power up the PC. It should recognize and enable the new hardware.

¢. Wireless NIC card Driver installation through the Device Manager

Step 1: Right-click on Computer (or PC) to select Manage.
Step 2: On the left, select Device Manager to bring it up on the right.
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N —
Open
|'@' Manage

F. Scanfor viruses

¥F. Check reputation in KSN
V.  Kaspersky Application Advisor

Pin to Start

Map network drive...
Disconnect network drive...

Create shortcut
Delete

Rename

Properties

Figure 2.9: Popup menu for device manager

Step 3: Right click on the unknown adapter to Update Driver Software.

28| BB

EJ Computer Management (Local B Display adapters »
a 'ﬂ System Tools |>\___E-'; DVD/CD-ROM drives

I Task Scheduler D% Hurnan Interface Devices

I E Event Viewer '“-ci IDE ATA/ATAPI controllers 7

I & Shared Folders Di [EEE 1394 Bus host contrellers

» 3 Local Users and Groups . Keyboards

I @ Performance Dﬂ Mice and other pointing devices

= Device Manager |>.=;_J Monitors

4 E Storage AEI? Metwork adapters

=7 Disk Management
3 f‘@ Services and Applications

l@. D-Link DWA-556 Xtreme N PCle Desktop Adapter #2

Ii? Marvell Yukon 88E8056 PCI-E Gigabit Ethernet Controller
I'l_? Realtek PCI GBE Family Controller

¥y Realtek RTLE187 Wireless 802.11b/g 54Mbps USB 2.0 Netw
3 Other devices

[ 11n Adapter

Update Driver Software...
Disable
Uninstall

m

4

Scan for hardware changes

4 in |+

Properties

Launches the Update Driver Software Wizard for

Figure 2.10: Device manager window
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Step 4: Click to Search automatically for updated driver software.

1l Update Driver Software - SM Bus Controller

How do you want to search for driver software?

2 Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation

settings.

2 Browse my computer for driver software
Locate and install driver software manually.

Figure 2.11: Driver update window

Cancel

Step 5: Wait until the download process is successfully completed.

Step 6: Click on Save Settings or OK to apply the change.

Confirmation of a successful Driver installation is achieved when the model of your

adapter is labeled and listed in the Network adapters group of the Device Manager.

&

File Action View Help

Computer Management

e« |25 E HE € @ &S

Y

& Computer Management
4 m System Tools
> @ Task Scheduler
> @ Event Viewer
>z Shared Folders
» ¥ Local Users and Gr
> @l Performance
=4 Device Manager
4 = Storage
1= Disk Management
» s Services and Applicati

a g% DELL

> 4 Audio inputs and outputs

3 @ Batteries

. |9 Biometric devices

3 g Bluetooth

> 1M Computer

» & ControlVault Device

> (g Disk drives

- B Display adapters

Y &T‘, Human Interface Devices

+ % Imaging devices

» = Keyboards

3 ﬂ Mice and other pointing devices

- B Monitars

4 & Network adapters
:'IF Bluetooth Device (Personal Area Metwork)
I_-'IF Bluetooth Device (RFCOMM Protocol TDI)
[E Intel(R) Dual Band Wireless-AC 7260 |
:'IF Intel(R) Ethernet Connection [218-LIM

4 (5 Other devices

Actions
Device.. 4
More.. P

Figure 2. 12: Intel(R) Dual Band Wireless-AC 7260 successfully installed
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2.4.2 Routers and Access points

A wireless router is a device that performs the functions of a router and also includes
the functions of a wireless access point. It is used to provide access to the Internet
or a private computer network. Routers operate at the Network layer (Layer 3) of the
OSI Model.

The Wireless access points (APs or WAPs) are networking devices that allow wireless
Wi-Fi devices to connect to a wired network.

Figure 2.13: Routers
Source: https.//www.grosbill.com/4-cisco_892fsp_2_ge_sfp_high-701229-reseaux-routeur

2.4.3 Configuring a wireless router

Step 1: Get to know your wireless router

e A power input jack one.

e One or more wired Ethernet jacks (often labeled 1, 2, 3, 4) for computers on
your network which don't have wireless ability.

¢ One Ethernet jack for your broadband connection, often labeled “WAN" or
“Internet”

¢ Areset button. to
Step 2: Connect your router a wired PC for initial setup

Step 3: Open web browser and connect to wireless router
administration INTERFACE

To connect to your router, you need to know its default IP address and connect your
browser to http://routeripaddress. For example, if you own a Linksys brand wireless
router, its default IP address is 192.168.1.1, and therefore you open your browser to
the URL http://192.168.1.1.
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Most wireless routers also require you to log in to access configuration pages. Your
router includes a manual or a "quick setup" guide which details both its default IP
address and default login.

» PCO = =

Physical | Config | Desktop | Custom Interface

-

e 1 ey ) g——— 1 e
Web Browser
< > | URL |http://192.168.0.1 Go Stop
® Authorization ¥

User Name: || |

Password:

QK Cancel

Figure 2.14: Login window

Step 4: Determine your broadband type

There are three common broadband connection methods:

e DHCP Dynamic IP: Basic network parameters are automatically assigned to
your router by the broadband modem.

* PPPOE: Requires you to supply a username and password provided to you
by your ISP.

e Static IP: Your broadband provider would have supplied you with a set of
numeric addresses you need to connect to the network, as they are not
assigned automatically.

¥ Wireless RouterQ - O =

Physical Config GUI

Wireless-N
Broadband Router

Firmware Version: v0.|
N Broadband Router WH
- - Access A s _ N
Setup Setup | Wircless Security 00 g Administration s
Basic Setup DONS MAC Address Clone Advanoed Routing|

Internet Setup)

Automatic

Configuration -

DHCP ~

Internet
Connection type

Static IP

Optional Settings
(required by some
internet service

Domain Mame:

MTU: ~ Size: 1500

IP Address: 192 |.|168 . |0 -1

Subnet Mask: 255.255.255.0 hd ]

Figure 2.15: Broadband connection methods
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Step 5: Configure your broadband connection

On this model, you clicked the "Setup" menu and
your model may differ, and newer models may incl
you through these steps.

Step 6: Configure your wireless network basics

"Basic setup" submenu. Again,
ude a guided wizard that takes

If your router is connected to broadband and it is working successfully, we can

setup the wireless networking configuration. On our sample router we clicked the

"Wireless" submenu.

Assign your wireless network a name, also known

as Service Set Identifier (SSID).

Choose a unique name in case there may be neighboring wireless routers nearby.

»

Physical

Wireless Router0

Config GUI

Wireless-N

Broadband Router

Wireless-N Broadband Router
Access Applications
Restrictions & Caming

Wireless Satup  Wireless

Basic Wirsless Setfings

Security Administration

Network Mode: Mixed

Auto

=
Metwork Name (SSID):

Radio Band:

-

wide Channel: Auto

-

Standard Channel: 1- 2.412GHz

-

SSID Broadcast: ® Enabled ) Disabled

Save Settings Cancel Changes

Firmware Version: v0.93.3}

Figure 2.16: Basic wireless settings

Step 7: Configure your wireless security

Most wireless network users will select one of four
available in wireless hardware today.

degrees of encryption security
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» Wireless Router0 = =

Physical Config GUI

Wireless-N
Broadband Router

Firmware Version: v0.93.3
Wireless-N Broadband Router  WRT300N
s

Applications

- - B A
Wireless Setup [Wieless| Security  p_yirions & Gaming

Wireless Security

Administration Status

Disabled
Disabled —
WEP

WPA Personal
WPA Enterprise

Security Mode:

WPA2 Personal

WPA2 Enterprise |

Figure 2.17: Encryption security modes
1. WEP:The oldest and least secure data encryption. All wireless gear
supports WEP, though, it is useful when you need at least some kind of
encryption to be compatible with older wireless hardware.

2. WPA: A more secure upgrade to WEP. Designed so that many older devices
which included only WEP can be upgraded to support WPA.

3. WPA2: A significantly more secure upgrade to either WEP or WPA. Cannot
upgrade older hardware to WPA2, but many new wireless devices support
WPA2.
Note: At each step you must click on the “save Settings” button before you proceed
with the next step

2.4.3.1 Router Operation Mode
Many of the routers offers different operation modes that you can use.

a. Wireless Router Mode
In wireless router/ IP sharing mode, the router connects to the Internet via PPPoOE,
DHCP, PPTP, L2TP, or Static IP and shares the wireless network to LAN clients or
devices. Select this mode if you are a first-time user or you are not currently using
any wired/wireless routers.

b. Repeater Mode

In Repeater mode, your router wirelessly connects to an existing wireless network to
extend the wireless coverage. You will generally use repeaters or wireless extenders
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when you have hard to reach places with your home Wi-Fi setup.
c. Access Point (AP) Mode

In Access Point (AP) mode, the router connects to a wireless router through an
Ethernet cable to extend the wireless signal coverage to other network clients. This
mode is best to be used in an office, hotel, and places where you only have wired
network.

d. Media Bridge or Client Mode

With client mode or media bridge, it can connect to a wired device and works as a
wireless adapter to receive wireless signal from your wireless network. The reason
for this mode is that it can increase the speed of your wireless connection so that it
matches the speed of the Ethernet connection.

2.4.3.2 Default gateway

A default gateway is used to allow devices in one network to communicate with
devices in another network. If your computer, for example, is requesting an Internet
webpage, the request first runs through your default gateway before exiting the
local network to reach the Internet.

An easier way to understand a default gateway might be to think of it as an
intermediate device between the local network and the Internet.

a. Configuring the default gateway on a wireless router
Start packet tracer, add a wireless router and do the following:

- Click on wireless router and go to GUI tab.
- Set the Internet Connection type to Static IP.
- Configure the IP addressing according to the figure below.

- Scroll down and click on Save Settings.
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® Wireless Router = =

~

Physzical Config GuI

Wireless-N

Broadband Router Firmware Version: v0.9:

Wireless-N Broadband Router WRT20D

Access Applications Administration Stat
& Gaming

Setup Sebup | Wireless Security | 20758
Basic Setup DDNS MAC Address Clone Advanced Routing

Internet Setup)

Static IP ~
Internet

Connection e
typ Internet IP Address: |172 .17 | 20 .2

Subnet Mask: 255 . |2E5 . |255 .0
Default Gateway: 172 |17 .20 |1
DNS 1: 0 . |0 .0 .0
DNS 2 (Optional): 0 .0 .0 .0
DNS 3 (Optional): o .0 .0 .0

Optional Settings Host Name:
(required by some
internet service

providers)l 7y - Size: 1500 v

Domain Name:

Figure 2.18: Default gateway configuration

b. How to find your default gateway IP address

You might need to know the IP address of the default gateway if there is a network
problem or if you need to make changes to your router.
- In Microsoft Windows, the IP address of a computer's default gateway can be

accessed through Command Prompt with the ipconfig command, as well
as through the Control Panel.

- The netstat and ip route commands are used on macOS and Linux for
finding the default gateway address.

| Command Prompt -

icrosoft Windows [Uersion 6.3.76801
o> 2013 Microsoft Corporation. A1l »ights reserved.

= Uszerse~DELL PCripconfig_

Figure 219: The command prompt window
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. Command Prompt

Description

Physical Address

DHCP Enabled i Yes

Autoconf iguration Enabled : Yes

Link-local IPvét Address : feB@::a?55:47%6:3eed4:d808x? (Preferred)
IPv4 Address : 192 .168.0.148(Preferred>

Subnet Mask : 255._255.255.@

Lease Ohtained : Uednesday, February 7. 2018 7:44:22 AH
Leaze Expires : Thursday, February 8, 2818 7:44:21 AM

Default Gateway : 192.168.0.1

DHCP Server : 192.168.08.1

DHCPu& IAID : 142646882

DHCPu& Client DUID : BA-B1-88-81-21-AF-7A—A5-EC-F4-BB-26-1B-7C

DNS Servers :192.168.08.1
MetBIOS over Tcpip : Enabled

Figure 2. 20: Default gateway

c. Configuring a default gateway on a desktop
- Open the control panel

- Click on Network and Internet

- Click on Network and sharing center

- Click on adapter settings

(s

[0 Network and Sharing Center > =

5+ <« Metwork and Inter.. » Network and Sharing Center

View your basic network information and set up "
Control Panel Home )
connections
Change adapter settings
h v | <hari View your active networks
tta_ngl’: advanced sharing You are currently not connected to any networks,
settings
Change your networking settings
HomeGroup ‘{i:. Set up a new connection or network
Internet Options Set up a broadband, dial-up, or VPN connection; or set up a
router or access point.,
v

Figure 2.20: Network and sharing center




- Right click on wi-fi and choose properties

L MNetw

1 LE « MNetwork and Internet »

Organize « Connect Te Disable this ne
_'-. Bluetooth Metwork Connection
. Mot connected
= g Bluetooth Device (Personal Area ... 3
=y WiF ‘
. Mot connected
x i # Disable
Connect / Disconnect
Status
3 items )
Diagnose

r@) Bridge Connections

Create Shortcut
Delete
'@] Rename

#  Properties

Figure 2.21: Wi-Fi properties 1

- Choose Internet Protocol Version 4 (TCP/IPv4) and click on properties

) Wi-Fi Properties ﬂ

Networking | Sharing

Connect using:
l_-?‘ Intel{R} Dual Band Wireless-AC 7260

This connection uses the following tems:

=105 Packet Scheduler ~

[ & Microsoft Network Adapter Muttiplexor Protocal

[ -& Microsoft LLDP Protocol Driver

i Link-Layer Topology Discovery Mapper /0 Driver

& Link-Layer Topology Discovery Responder

-4 |ntemet Protocol Version & {TCPAIPvE)

P8 Intemet Protocol Version 4 (TCP/IPvd) W

£ >
Install... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel

Figure 2.22: Wi-Fi properties 2
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- Enter IP address as follows and then click on OK:

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 0 . 161
Subnet mask: 255,255,355, 0
Default gateway: 192.166. 0 . 1

Obtain DMS server address automatically
(®) Use the following DNS server addresses:
Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit Advanced. ..

Cancel
Figure 2.23: TCP/IP properties

2.4.4 Public and private IP

2.4.4.1 Public IP addresses

A public IP address is the one that your ISP (Internet Service Provider) provides to
identify your home network to the outside world. It is an IP address that is unique
throughout the entire Internet. A public IP address is worldwide unique, and can
only be assigned to a unique device

Depending on your service, you might have an IP address that never changes (a
fixed or static IP address). But most ISPs provide an IP address that can change from
time to time (a dynamic IP address)

Example: Web and email servers directly accessible from the Internet use public IP
addresses.

2.4.4.2 Private IP addresses

A private IP address provides unique identification for devices that are within your
Local Area Network, such as your computer, your smartphones, and so on.If every
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device on every network had to have real routable public IP addresses, we would
have run out of IP addresses to hand out years ago. Private IP addresses are used for
the following reasons:

- To create addresses that cannot be routed through the public Internet

- To conserve public addresses
Examples:

- Computers, tablets and smartphones within an organization are usually
assigned private IP addresses.

- A network printer residing in your school computer lab is assigned a private
address so that only users within computer lab can print to your local printer.

- Notice that IP addresses, public or private, are assigned to devices according
to network classes.The most used classesare A, Band C.They differaccording
to the number of networks and hence to the number of IP addresses in
one network. From A to C, the number of possible networks increase while
number of available IP addresses in a network reduces.

Address Class Reserved Address Space

Class A 10.0.0.0 through 10.255.255.255
Class B 172.16.0.0 through 172.31.255.255
Class C 192.168.0.0 through 192.168.255.255

Table 2. 4: Reserved IP Address Space

2.4.5 Configuring a wireless Access Point

The physical setup for a wireless access point is pretty simple: you take it out of the
box, put it on a shelf or on top of a bookcase near a network jack and a power outlet,
plug in the power cable, and plug in the network cable.

To get to the configuration page for the access point, you need to know the access
point’s IP address. Then, you just type that address into the address bar of a browser
from any computer on the network.

For example to configure TP-Link TL-WA70TND Access Point you will follow the
following steps:

Step 1: Power the TP-Link TL-WA701ND using the barrel jack or PoE (Power-over-
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Ethernet) injector, and connect a computer to the access point using an Ethernet
cable (if using the PoE injector, connect the LAN port to your computer, and the POE
port to the access point).

Step 2: Ensure all wireless interfaces are disabled on the computer (such as WiFi and
Bluetooth) and that DHCP is enabled on the Ethernet interface. Open a web browser
and access the TL-WA701ND by entering 192.168.0.254 into the address bar.

=
1w Search | + 5
& D> [ {7 192.168.0.254 - . 2y - Google P] | B

Transferring data from pop.yeawindows.com...

Figure 2.24: Entering Access Point default IP address
Step 3: Log in using username admin and password admin

Step 4: The Quick Setup wizard will load in the browser. Click Next to start the
configuration process.

z'l TLWATOIND X |+

& & (0192.168.0.254 @ | G search

TP-LINK

This Quick Setup will guide you to setup the davice siep by step by performing some simple configuralions.

To continua, please cick fe Next bution.
Otherwise, you can click the Exit bufion fo manually configure the device by yourself

Exit Next

Figure 2.25: Quick setup window
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Step 5: Select Client from the list of operating modes. Click Next.

Y, TL-WA701ND x |+

€ £ () 192.168.0.254 ¢ | |Q sear

TP-LINK'

Quick Setup

Operation Mode

Please select the proper operaion mode according fo your needs:
() Access Point - Transform your existing wired network to a wireless network.
(") Multi-SSID - Create mulliple wireless networks fo provide different security and VLAN groups.
(" Repeater(Range Extender) - Extend your existing wireless coverage by relaying wireless signal.
Bridge with AP - Combine two local networks via wireless connection.

(© Client - Acting as a "Wireless Adapter" to connect your wired devices (e.g. Xbox'PS3) to a wireless network.

_Back | MNext

Figure 2.26: Operation mode
Step 6: Click Survey to scan for a list of available wireless access points. Alternatively,
skip to step 8 and manually enter information.

| 4 TL-WAT01ND ® '\+

€ 22 () 192,168.0.254 e | |Q search

TP-LINK’

Wireless Setting

Wireless Name of Root AP: | (also called SSID)
MAC Address of Rool AP:
Click Survey bution fo scan the wireless networks, and choose the target one to setup
Region: United States
3 Ensure you select a co
Warning: ncorrect setings may
Wireless Security Mode: Most Secure(WPA/WPA2- ~
Al security seftings, for example the wireless password should match the root AP/route

Wireless Password:

Figure 2.27: Wireless settings
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Step 7: From the list of available WiFi networks, select the network to use by clicking
Connect to the far right. Make sure the network has a good connection by checking
the signal strength. The higher the number, the stronger the connection.

AP List

AP Count: 40

1] BSSID 8siD Signal Channel Security Choose
13 A2-E5-47-82-33-EA MyWiFi 60dB 2 WPA2-PSK Conngct
14 18-7C-CF-E7-3D-4C MyGuestNetwork 40dB 2 WPA2-PSK Connget
15 056-1D-85-58-32-97 NeighborsWiFi 13dB (] WPA2.PSK Connect
16 09-95-AA-BD-3E-73 FarAwayWiFi 2dB (] OFF Connect

Back Refresh

Figure 2.28: Existing wireless

Step 8: Once the Connect option is clicked, these fields will automatically fill in.
Alternatively, enter the Wireless Name (SSID) and Wireless Security Mode and
Wireless Password. The wireless security settings will need to be manually entered
for any password protected WiFi network. Click Next.

J TL-WATO1IND x F

€ 2 () 192.168.0.254 ¢ | |Q searc

TP-LINK

Wireless Setting

‘Wireless Name of Root AP: | Home-wiFi | {also called SSID)
MAC Address of Root AP: | }E-23-C4-9F-00-1D
_survey
Click Survey button 1o scan the wireless networks, and choose the target one 1o Selug

Region: nited States -2

Ens

Warning: ‘: :
Wireless Security Mode: Most Secure/WPA/WPA2- ¥
e D i
Wireless Password: | password 1234 |

an anter ASCIl characters between & and 63 or Hexadecimal characiers batween

Back MNext

Figure 2.29: Setting wireless name
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Step 9: The default values are typically fine for these settings. If needed, obtain
the correct settings from the network administrator. Be sure to make a note/take a
screenshot of the IP address set in this step, as it will replace the original fallback IP
address. When the correct settings have been applied, click Next.

) TLWATOIND x|+

€ 2D 192.168.0.254 e ||Q sean

TP-LINK'

Quick Setup

Network Setting

DHCP Sarver: © Disable () Enable

PAddress: | 192.168.0.254

Subnet Mask: 255.255.255.0 ¥
We recommend you configure this AP with the same IP subnet and subnet
mask, but different IP address from your root AP/Router.
Change the login account: [« L] ) YES
Back Next

Figure 2.30: Network settings

gﬁg S1a(\)/:eMake a note or take a screenshot of the applied settings if desired, then

J TLWATOIND =\ +
€ 0 192.168.0.254 ¢ | |Q search
TP-LINK
Status

Quick Setup Finish
Operation Mode
WPS
Confirm the configuration you have set. If anything is wrong, please go BACK to reset.

Network When confirmed, please click Finish/Reboot bution to make all configurations ke efiect
Wireless
DHCP

Wireless Setting
System Tools

Operation Mode: Glient
Wireless Mame of Root AP: Home-WiFI
MAC Address of Root AP: BE-23-C4-9F-00-1D

Wireless Security Mode: Most Secure(WPAWPAZ-PSK)

Wireless Password: password1234
Network Setling
Login Account:  admin / admin
LAN IP Address: 192 1680254
DHCP Server: Disabled
Save Save these seftings as a text file for future reference

Figure 2.31: Summary of configuration
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Step 11: The device will reboot. The configuration page will likely not load; try
loading a web-page (e.g. http://www.irembo.gov.rw) while the TP-Link Access Point
is connected to the computer to see if there is Internet connectivity.

TL-WATOIND x|+

€ [ (0)192.168.0.254

TP-LINK'

estart

Canfi tion € latad €
o U

Restarting...

o

Figure 2.32: Access Point reboot

Step 12: Troubleshooting

e The TP-Link TP-WA701ND does not have any LEDs illuminated

*Ensure the access point has power either directly to the barrel jack on
the back, or via the POE injector’s POE Ethernet port. The POE injector
requires power via barrel jack.

*Verify the ON/OFF button next to the access point’s Ethernet port is
depressed in the ON position.

* | cannot access the device configuration page.

*The TP-Link WA701ND has a default fallback IP address of 192.168.0.254.
To access the device configuration pages, connect a computer directly
via an Ethernet cable, configure the computer to use an IPv4 address
in the same range (for example, 192.168.0.100), open a web browser,
and enter the fallback IP address of 192.168.0.254 in the address bar.
If you changed the IP address on the Network Setting page during
configuration step 9, use that IP address instead.

e | cannot access the device at all (lost credentials, major configuration issue,
etc)

*The TP-Link TL-WA701ND has a recessed reset button located on the
back of the device. This button is closest to the antenna, and a pin or
paperclip is needed to press it. Hold the button down for 8+ seconds.
All of the LEDs should turn off and back on; after this the initial
configuration steps can be used to gain access. Note that this will reset
all device settings to the factory default.
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2.4.5 How to connect to the Internet through your wireless access
point?
a. Connecting to Internet through the control panel

- Open the windows control panel, and then click network and Internet.

- The Network and Internet window appears.
= Control Panel - 0O

(O] ~ 4 B+ ControlPanel » v ¢ Search Co... 0
Adjust your computer's settings Viewby: Category =
il  System and Security User Accounts and Family Safety
\3 Review your computer's status "Eﬂ' Change account type
Save backup copies of your files with File History ’Eﬂ' Set up Family Safety for any user

Find and fix problems

Network and Internet
&. View network status and tasks

“&% . Choose homegroup and sharing options

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

, / Hardware and Sound Clock, Language, and Region
%‘ View devices and printers |2 Add alanguage
Add a device J Change input methods
@

Adjust commonly used mobility settings Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

I‘-j Programs y

Uninstall a program

Figure 2.33: The Network and Internet window

- Click network and sharing center.
- The Network and Sharing Center window appears.

- Click set up a new connection or network.

b Network and Sharing Center = =
@) - 1 :l.: » Control Panel » Network and Internet » Network and Sharing Center v & Search Co.. 0

View your basic network information and set up connections
Control Panel Home

Change adapter settings View your active networks

You are currently not connected to any networks.,
Change advanced sharing

settings Change your networking settings
diGi Setup s new connection or network
See also T s up & broadband, dial-up, or VPN connection; or set up a router or access point.
HomeGroup
Troublesheot problems
Internet Opticns

Diagnose and repair network problems, or get troubleshooting information.
Windows Firewall

Figure 2.34: Set up a new connection of network
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- Set up a Connection or Network window appears.

- Click Manually connect to a wireless network
- o

%@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection te the Internet,

Ly Setup a new network
-ag, Setup anew router or access point.

M Manually connect to a wireless network
*-gall Connect to a hidden network or create a new wireless profile.

I Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Cancel

Figure 2.47: Manually connect to a wireless network window
- Click Manually connect to a wireless network

- Enter your wireless name in the Network name textbox, for example in our
case we want to connect to “WirelessAP”

- Choose WPA2-Personal for security type

- Choose AES for encryption type

- Type wireless key in the security key textbox
- Click next

C SN

@ & Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: WirelessAP1

Security type: WPAZ-Personal v

Encryption type: AES

Security Key: sssssnes | #Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Figure 2. 35: Wireless information captured
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- Click next
- Click close
b. Connecting to the Internet through the Taskbar

1. Select the Network icon in the notification area.

> | Wireless network icon

Figure 2.36: Wireless notification icon

2. Inthe list of networks, choose the network that you want to connect to,
and then select Connect.
3. Type the security key (often called the password).

Follow additional instructions if there are any.

2.4.7 Wireless Access Point vs Router

The Wireless Access Points (AP) and routers play the similar role but they have some
differences. They all connect different networks. A router often has an Access Point
built-in, but a standalone Access Point can't be a router. An AP can be compared
to a modem which is limited in its functionality on managing multiple devices
or controlling an entire network with many devices.Routers on the other hand
can manage an entire home or small business giving network capability to many
computers and devices simultaneously.

2.4.7.1 Wireless Access Point Functions

APs give wireless network ability to any device that only has a hard-wired connec-
tion. Itis done by plugging in an Ethernet cable and the AP would then communi-
cate with WiFi devices and giving them network access. .

For example a printer that has no built-in wireless can have a access point added
which will give it wireless ability.

While current routers have built-in WiFi and play many roles including being an AP,
many don't use dedicated AP.APs are still used in many networks and they are used
to help with WiFi dead spots and extending a wireless network.

An AP can be added in locations that have bad wireless network ability and give
good coverage throughout a home or business.
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2.4.7.2 Router Functions

From the above section, a router is a network device that can transfer data wirelessly
or wired. It forwards data packets to the desired device and control LAN (local Area
Networks) or WAN (Wide Area Networks) networks

2.4.7 SSID and encryption

2.4.7.1 SSID and Wireless Networking

An SSID (Service Set Identifier) is the primary name associated with an 802.11
Wireless Local Area Network (WLAN) including home networks and public hotspots.
Client devices use this name to identify and join wireless networks.

When you right click on the icon of wireless network in the Task Bar (Bottom Right
of the computer’s screen), the displayed list of names of different networks are the
SSID that are covered now or have been used in past.

On home Wi-Fi networks, a broadband router or broadband modem stores the SSID
but allows administrators to change it. Routers can broadcast this name to help
wireless clients find the network. Router manufacturers set a default SSID for the
Wi-Fi unit, such as Linksys, xfinitywifi, NETGEAR, dlink or just default. However, since
the SSID can be changed, not all wireless networks have a standard name like that.

2.4.7.2 Wireless fundamentals: Encryption and authentication

Wireless encryption and authentication help users to make an educated decision on
what type of security to implement into their wireless network. There exist different
types of encryption and authentication. For example, CISCO Meraki is using the

following:

types of

encryption and | Explanations

authentication
Wired Equivalent Privacy, now depreciated, was part of the original 802.11
standard. WEP utilized a 40-128 bit key that was a combination of a key

WEP (string of hexadecimal characters) and an initialization vector. Cisco Meraki
Access Points support pre-shared key WEP authentication. WEP was deemed
insecure due to how easy it could be decoded but is still available in Cisco
Meraki equipment for legacy devices.
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WPA

Wi-Fi Protected Access, WPA, was created to “patch” the issues with WEP,
allowing users to update their equipment with a firmware update as
opposed to buying brand new hardware. WPA included a new type of key
system called TKIP (Temporal Key Integrity Protocol.) TKIP develops a unique
encryption key for each wireless frame facilitating a more secure connection.
However, TKIP is susceptible to wireless attacks and is no longer considered
the Enterprise standard.

WPA2 - PSK (Pre
Shared Key)

WPA2 is currently the most secure standard utilizing AES (Advanced
Encryption Standard) and a pre-shared key for authentication. WPA2 is
backwards compatible with TKIP to allow interoperability with legacy
devices. AES uses CCMP encryption protocol which is a stronger algorithm
for message integrity and confidentiality. By default, SSIDs on Cisco Meraki
access points that are configured as WPA2 utilize a combination of both TKIP
and AES encryption.

WPA2 - Enterprise

WPA2 Enterprise utilizes authentication on a user level, using the 802.1x
standard, along with the features of WPA2 such as AES. Cisco Meraki fully
supports WPA2 Enterprise association with RADIUS and PEAP/MSCHAPvV2, or
Meraki Authentication, to provide a secure wireless network for enterprise
use. Users log in with a valid username and password to authenticate instead
of a pre-shared key susceptible to social engineering.

Splash Page

Cisco Meraki provides a variety of splash pages that can be utilized for
additional security.

Sign on with Authentication - Forces users to authenticate through a sign
on page using various types of Authentication including RADIUS, LDAP, and
Meraki Authentication.

Sign on with SMS Authentication - Forces users to authenticate with an SMS
code that they would receive on their phone.

Systems Manager Sentry - Utilizes Cisco Meraki Systems Manager, users will
need to install the manager client on their computer, their device can then
be viewed on a Systems Manager network.

Splash Pages can be used with or without a WPA/WEP solution as well.

Hidden SSID

A hidden SSID can prevent public visibility of your corporate SSID. Hidden
SSID requires a manual creation of a wireless profile in order for the wireless
client to initiate association. Although packet sniffers can detect SSID names
from other probe requests and association frames, disabling SSID broadcasts
can dissuade many would-be attackers from trying to gain access.
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Application activity 2.4:
A.Look around your school computer lab and do the following:

¢ Uninstall and reinstall wireless adaptors into your desktops

Switch on your computers and check whether wireless drivers are
installed.

¢ Using your computers, check for available wireless signal?
Login into your wireless router and change its SSID to “NetworkingLab”.
What is the IP address of your computer?

Discuss the advantages of protecting your wireless network with a
password?

B.Using one smart phone, setup a computer network made of your
laptops. Describe how to connect to that network. What is the name of
the network? Change that name and set up a new password.

2.5 computer Network Protocols

Activity 2.5:

The school computer lab has 20 computers connected to the Local Area Network and
Internet. Using his computer, the teacher wishes to get a copy of 40 MB document in
all computers but he does not have any storage devices to facilitate the task. In groups,
discuss possible ways to obtain this document in all computers in laboratory. Apply

your proposed solutions.

2.5.1 Definition

A network protocol defines rules and conventions for communication between
network devices. Network protocols include mechanisms for devices to identify and
make connections with each other, as well as formatting rules that specify how data
is packaged into messages sent and received.

Network protocols are grouped such that each one relies on the protocols that
underlie it sometimes referred to as a protocol stack. The key network protocols are
the following:
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SMTP | FTP | Telnet |
Transmission Control Protocol (TCP) | User Datagram Protocol (UDP)

Internet Protocol (IP)

Figure 2.37: Layering of key network protocols

2.5.1 Most used protocols
The most used protocols with their descriptions are given in the following table.

Protocol Name | Description
The Simple Mail Transfer Protocol (SMTP) is used to transfer elec-

tronic mail from one user to another. This task is done by means of

email client software (User Agents) the user is using. While SMTP
Simple Mail Trans-

is used by end user to only send the emails, the Servers normally
fer Protocol (SMTP)

use SMTP to send as well as receive emails. Client software uses
Internet Message Access Protocol (IMAP) or Post Office Protocol

(POP) protocols to receive emails.

The File Transfer Protocol (FTP) is the most widely used protocol
File Transfer Proto-

col (FTP)

for file transfer over the network. It is the standard mechanism

provided by TCP/IP for copying a file from one host to another.

TELNET is an abbreviation for TErminaL NETwork. It is the standard
TCP/IP protocol for virtual terminal service as proposed by the In-

TerminalNETwork ternational Organization for Standards (I1SO).

(TELNET) TELNET enables the establishment of a connection to a remote sys-

tem in such a way that the local terminal appears to be a terminal

at the remote system.
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Transmission
Con-trol Protocol /
Internet Protocol
(TCP/IP)

TCP stands for “Transmission Control Protocol”

TCP software breaks messages into packets, hands them off to
the IP software for delivery, and then orders and reassembles the

packets at their destination
IP stands for Internet Protocol

Internet Protocol (IP) is the principal set of digital message formats
and rules for exchanging messages between computers across a
single network or a series of interconnected networks, using the

In-ternet Protocol Suite (often referred to as TCP/IP).
TCP/IP

The Transmission Control Protocol/Internet Protocol (TCP/IP) is the
language a computer uses to access the Internet. It consists of a
suite of protocols designed to establish a network of networks to
provide a host with access to the Internet. TCP/IP can also be used
as a communication protocol in a private network (an intranet or

an extranet).

User Datagram Pro-
tocol (UDP)

It is an alternative to TCP. The main difference is that TCP is highly
reliable, at the cost of decreased performance, while UDP is less re-

liable, but generally faster.

Post Office Protocol
version 3 (POP3)

Post Office Protocol version 3 (POP3) is a standard mail protocol
used to receive emails from a remote server to a local email client.
POP3 allows you to download email messages on your local com-
puter and read them even when you are offline. Note, that when
you use POP3 to connect to your email account, messages are

down-loaded locally and removed from the email server.
By default, the POP3 protocol works on two ports:
Port 110 - this is the default POP3 non-encrypted port

Port 995 - this is the port you need to use if you want to connect
us-ing POP3 securely
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Internet Message
Access Protocol
(IMAP)

The Internet Message Access Protocol (IMAP) is a mail protocol
used for accessing email on a remote web server from a local
client. IMAP and POP3 are the two most commonly used Internet
mail protocols for retrieving emails. Both protocols are supported

by all modern email clients and web servers.

While the POP3 protocol assumes that an email is being accessed
only from one application, IMAP allows simultaneous access by
mul-tiple clients. This is why IMAP is more suitable for the user if
he/she is going to access his/her email from different locations or if

his/her messages are managed by multiple users.
By default, the IMAP protocol works on two ports:
Port 143 - this is the default IMAP non-encrypted port

Port 993 - this is the port someone needs to use if he/she wants to

connect using IMAP securely.

Dynamic Host Con-
figuration Protocol
(DHCP)

Dynamic Host Configuration Protocol (DHCP) is a protocol that
au-tomatically provides an Internet Protocol (IP) host with its IP
address and other related configuration information such as the

subnet mask and default gateway.

Hypertext Transfer
Protocol (HTTP)

The Hypertext Transfer Protocol (HTTP) is a protocol used mainly to
access data on the World Wide Web. HTTP functions as a combina-
tion of FTP and SMTP.

Hypertext Transfer
Protocol Secure
(HTTPS)

Hyper Text Transfer Protocol Secure (HTTPS) is the secure version
of HTTP, the protocol over which data is sent between your
browser and the website that you are connected to. It means that
all com-munications between your browser and the website are
encoded. HTTPS is often used to protect highly confidential online
communi-cations like online banking and online shopping order

forms.

Web browsers such as Internet Explorer, Firefox and Chrome also
display a padlock icon in the address bar to visually indicate that a

HTTPS connection is in effect.
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Secure Shell (SSH)

The Secure Shell (SSH) protocol is a method for securing remote
log-in from one computer to another. It is a secure alternative
to the non-protected login protocols (such as telnet, rlogin) and

insecure file transfer methods (such as FTP).

Some of the other
most used proto-

cols

Network Basic Input/output System (NetBIOS)
NetBIOS Extended User Interface (NetBEUI)
Address Resolution Protocol (ARP)

Domain Name System (DNS)

Internet Control Message Protocol (ICMP)

Internet Group Management Protocol (IGMP)
Internet Message Access Protocol version 4 (IMAP4)

Trivial File Transfer Protocol (TFTP)

Application activity 2.5:
1. Discuss the role of protocols in computer communication?

2. Search on Internet a free application called FileZilla Client and FileZilla
Server using FTP to get access remotely to documents on another
computer in the school computer lab. Copy to /from any document
between the 2 computers.

2.6 OSI model

Activity 2.6:

Fill in the blanks with the appropriate device between hub, switch and router.

Description

Device

This device sends and receives informa-

tion about the Network layer.

This device uses hardware addresses to

filter a network.

This device can measure the distance to

a re-mote network.
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2.6.1 Definition

Open System Interconnect (OSI) is an open standard for all communication systems.
OSI modelis established by International Standard Organization (ISO). It is a general-
purpose model for discussing or describing how computers communicate with one
another over a network. Its seven-layered approach to data transmission divides the
many operations up into specific related groups of actions at each layer.

Table 2. 5: Data flow in OSl layers

Transmitting device Receiving device
Application Application
software software

' 7 | Application |7 s
il 6 | Presentation | 6 A
' 5 | Session 5 4
v 4 | Transport 4 )
' 3 | Network 3 4
il 2 | Data link 2 4
! 1 | Physical 1 4

In the OSI model, data flows down the transmit layers, over the physical link, and then
up through the receive layers. The transmitting computer software gives the data to
be transmitted to the applications layer, where it is processed and passed from layer
to layer down the stack with each layer performing its designated functions. The
data is then transmitted over the physical layer of the network until the destination
computer or another device receives it. At this point the data is passed up through
the layers again, each layer performing its assigned operations until the data is used
by the receiving computer’s software. The roles of OSI model layers are:
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To translate, encrypt and compress data

Layer 7: Application )| To allow access to network users

Layer 6: Presentation gy d
To establish, manage and terminate sessions. For
example, once user/password verification is done,

Layer 5: Session mmmm)| the remote host maintains this session for a while
and does not ask for verification again in that time

span.

Layer 4: Transport - This layer is responsible for end-to-end delivery
between hosts.

Layer 3: Network To rT10ve packets fer source to destination to
provide Internetworking.

. To organize bits into frames; to provide hop-to-ho

Layer 2: Data Link ) & P P P

delivery
. To transmit bits over a medium; to provide
Layer 1: PhySlcaI mechanical and electrical specifications.

Figure 2.37: Layers in OSI Model

a. The Application Layer

The application layer enables the user, whether human or software, to access
the network. It provides user interfaces and support for services such as domain
name service (DNS), file transfer protocol (FTP), hypertext transfer protocol (HTTP),
Internet message access protocol (IMAP), post office protocol (POP), simple mail
transfer protocol (SMTP), Telenet, and terminal emulation. Devices used in this layer
are Gateways, Firewalls, and all end devices like PC’s, Phones, and Servers.

b. The Presentation Layer
It presents data to the Application layer and is responsible for data translation and

code formatting.

The presentation layer is concerned with the syntax and semantics of the information
exchanged between two systems.

Specific responsibilities of the presentation layer include the following:

¢ Translation
* Encryption
e Compression
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Devices which operate at this layer are Gateways, Firewalls and PC’s.
¢. The Session Layer

The Session layer is responsible for setting up, managing, and then destroying
down sessions between Presentation layer entities. This layer also provides dialogue
control between devices, or nodes.

It coordinates communication between systems and serves to organize their
communication by offering three different modes of communication: simplex, half
duplex, and full duplex.

Specific responsibilities of the session layer include the following:

¢ Dialog control

¢ Synchronization
The devices used at this layer are Gateways, Firewalls, and PC’s.
d. The Transport Layer

The Transport layer segments and reassembles data into a data stream. Services
located in the transport layer segment and reassemble data from upper-layer
applications and unite it onto the same data stream. They provide end-to-end data
transport services and can establish a logical connection between the sending host
and destination host on an internetwork. At this layer we find devices like Gateways
and Firewalls.

e. The Network Layer

The Network layer manages device addressing, tracks the location of devices on the
network, and determines the best way to move data, which means that the Network
layer must transport traffic between devices that are not locally attached. Routers
(layer 3 devices) are specified at the Network layer and provide the routing services

within an Internetwork.

The network layer is responsible for the delivery of individual packets from the
source host to the destination host.

Two activities are performed:
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¢ Logical addressing: IP addressing

¢ Routing: Source to destination transmission between networks

f.The Data Link Layer

The Data Link layer formats the message into pieces, each called a data frame, and
adds a customized header containing the hardware destination and source address.
This added information forms a sort of capsule that surrounds the original message.

To allow a host to send packets to individual hosts on a local network as well as
transmit packets between routers, the Data Link layer uses hardware addressing.

Switches and bridges work at the Data Link layer and filter the network using
hardware (MAC) addresses.

From data link layer To data link layer
: . r 1
[10101000000010111[110 10101000000010111 [ 110}
L J L J

Physical Physical
layer Transmission medium layer
) ==

Figure 2.38: Data Link layer task illustration
Source: http://computernetworkingonlinehelp.com/PhysicalLayer.php

g. The Physical Layer

Finally arriving at the bottom, the Physical layer does two things: It sends bits and
receives bits. Bits come only in values of 1 or 0. The Physical layer communicates
directly with the various types of actual communication media.

The Physical layer specifies the electrical, mechanical, procedural, and functional
requirements for activating, maintaining, and deactivating a physical link between
end systems. This layer is also where you identify the interface between the data
terminal equipment (DTE) and the data communication equipment (DCE). Devices
like Hubs, Repeaters, Cables, and Fibers operate at this layer.

Physical Physical
interface interface
Point A l Transmission Point B
channel
DTE DCE DCE DTE

Figure 2.39: Physical layer
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Notice that the following network devices operate on all seven layers of the OSI

model:

- Network management stations (NMSs)

- Web and application servers

- Gateways (not default gateways)

- Network hosts

2.6.2 Advantages of using the OSI layered model

1.

It divides the network communication process into smaller and simpler
components, thus aiding component development, design, and
troubleshooting.

It allows multiple-vendor development through standardization of
network components.

It encourages industry standardization by defining what functions occur
at each layer of the model.

It allows various types of network hardware and software to communicate.

It prevents changes in one layer from affecting other layers, so it does not
hamper hardware or software development.

Application activity:

1.

Which layer of the OSI model creates a virtual link between hosts
before transmitting data?

What is the main reason of the creation of OSI model?
Describe each one of the 7 layers of the OSI model.

Which layer is responsible for converting data packets from the Data
Link layer into electrical signals?

At which layer is routing implemented, enabling connections and path
selection between two end systems?

Which layer defines how data is formatted, presented, encoded, and
converted for use on the network?

Which layer is responsible for creating, managing, and terminating
sessions between applications?

Search on Internet and propose the format of a packet sent between 2
computers through the
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2.7 TCP/IP model

Learning activity 2.7:
One teacher at your school wants to send a 50MB file to students’ emails but when
he tries to attach it the email server rejects because of the size limit. It says that it

cannot upload files larger than 20MB.

1. What are other alternative to share this file?

2.7.1 Introduction

The TCP/IP protocol suite was developed prior to the OSI model. Therefore, the
layers in the TCP/IP protocol suite do not exactly match those in the OSI model. TCP/
IP model is the combination of TCP as well as IP models. This model ensures that
data received is same as the data sent, and the data bytes are received in sequence.
This model mainly defines how data should be sent (by sender) and received (by
receiver). Most common examples of applications using this model include the
email, media streaming, or World Wide Web (WWW). Presentation and session layers
OSI model are not there in TCP/IP model.

TCP/IP model comprises 4 layers that are as follows:

This layer defines the protocol which enables user to
Layer 4: Application - interact with the network. For example, FTP, HTTP etc.

This layer defines how data should flow between
hosts. Major protocol at this layer is Transmission

. ‘ Control Protocol (TCP). This layer ensures data
Layer 3: Transport delivered between hosts is in-order and is responsible

for end-to-end delivery.

Internet Protocol (IP) works on this layer. This layer

Layer 2: Internet facilitates host addressing and recognition. This layer
defines routing.

Layer 1: Network Controls hardware devices and media that make up
EE)| the network. It groups the Data Link Layer and Physical
access Layer.

Figure 2.40: TCP/IP layers
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1. Application Layer
Application layer is the top most layer of four layers TCP/IP model. Application
layer is present on the top of the Transport layer. Application layer defines TCP/IP
application protocols and how host programs interface with Transport layer services
to use the network.

It groups the functions of OSI Application, Presentation and Session Layers. It
includes protocols like:
- The Hypertext Transfer Protocol (HTTP) is used to transfer files that make up
the Web pages of the World Wide Web.
- The File Transfer Protocol (FTP) is used for interactive file transfer.

- The Simple Mail Transfer Protocol (SMTP) is used for the transfer of mail
messages and attachments.

- Telnet, a terminal emulation protocol, is used for logging on remotely to
network hosts.

2. Transport layer
Transport Layer (also known as the Host-to-Host Transport layer) is the third layer
of the four layer TCP/IP model. The position of the Transport layer is between
Application layer and Internet layer. The purpose of Transport layer is to permit
devices on the source and destination hosts to carry on a conversation. Transport
layer defines the level of service and status of the connection used when transporting
data. It is responsible for providing the Application layer with session and datagram

communication services.

The core protocols of the Transport layer are Transmission Control Protocol (TCP)
and the User Datagram Protocol (UDP).

- TCP provides a one-to-one, connection-oriented, reliable communications
service. TCP is responsible for the establishment of a TCP connection, the
sequencing and acknowledgment of packets sent, and the recovery of
packets lost during transmission.

- UDP provides a one-to-one or one-to-many, connectionless, unreliable
communications service. UDP is used when the amount of data to be
transferred is small (such as the data that would fit into a single packet).

The Transport layer encompasses the responsibilities of the OSI Transport layer and
some of the responsibilities of the OSI Session layer.
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3. Internet layer
The Internet layer is responsible for addressing, packaging, and routing functions.
The core protocols of the Internet layer are IP, ARP, ICMP, and IGMP.
- The Internet Protocol (IP) is a routable protocol responsible for IP addressing,
routing, and the fragmentation and reassembly of packets.

- The Address Resolution Protocol (ARP) is responsible for the resolution of
the Internet layer address to the Network Interface layer address such as a
hardware address.

- The Internet Control Message Protocol (ICMP) is responsible for providing
diagnostic functions and reporting errors due to the unsuccessful delivery
of IP packets.

- The Internet Group Management Protocol (IGMP) is responsible for the
management of IP multicast groups.

The Internet layer is analogous to the Network layer of the OSI model.

4, Network Access Layer
This layer basically controls hardware devices and media that make up the network.
Its tasks include routing of data, sending it over the network, verifying the data
format, and converting the signs from analog to the digital format. TCP/IP can be
used to connect differing network types. These include LAN technologies such as
Ethernet and Token Ring and WAN technologies such as X.25 and Frame Relay.

The Network Interface layer encompasses the Data Link and Physical layers of the
OSI model.

2.7.1 Summary of network models

The 2 network models do realize the same job of sending data between different
networks. By comparing OSI and TCP/IP models, there is a difference because the
number of layers differs. However, some layers like application in TCP/IP do the job
done by many layers in OSI models. For example Application layer and Network layer
in TCP/IP combine the role of many layers.
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Figure 2.41: Network models
Source: https://www.pinterest.com/robkell3377/osi-model/

Table 2. 6: OSI vs. TCP/IP models

Sr. No. TCP/IP Reference Model OSI Reference Model
1 Defined after the advent of Internet. | Defined before advent of Internet.
2 Service interface and protocols were | Service interface and protocols are

not clearly distinguished before clearly distinguished

3 TCP/IP offers support for

In the network layer, OSI supports
connectionless communication both con-nectionless and connection-
oriented com-munication.

Internet working not supported

within the network layer.
TCP/IP supports Internet working

Loosely layered Strict layering

Protocol Dependent standard Protocol independent standard
More Credible Less Credible
TCP reliably delivers packets, IP does | All packets are reliably delivered

0 |IN|Oo || b

not reliably deliver packets
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2.7.1 Network switching

Server Farm

=1
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2.8.1 Definition

Switching is a process to forward packets coming in from one port to a port leading
towards the destination. When data comes on a port it is called ingress, and when
data leaves a port or goes out it is called egress.

A switched network consists of a series of interlinked nodes, called switches.
In a switched network, some of these nodes are connected to the end systems
(computers or telephones, for example). Others are used only for routing. The Figure
below shows a switched network.

@@@

N o S «Dﬂ A1

& 60 o &

Figure 2.42: Switched network

Source: http://www.myreadingroom.co.in/notes-and-studymaterial/68-dcn/787-switching-and-types-
of-switching-techniques.html

The end systems (communicating devices) are labeled A, B, C, D, and so on, and the
switches are labeled |, I, lll, IV, and V. Each switch is connected to multiple links.

The advantages of switches are as follows:

- Switches increase available network bandwidth
- Switches reduce the workload on individual computers
- Switches increase network performance

- Networks that include switches experience fewer frame collisions because
switches create collision domains for each connection (a process called
micro segmentation)

- Switches connect directly to workstations.
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2.8.2 Switching methods
The classification of switched networks is given by the figure below.

Switched networks

I |

Crrcuit-switched Packet-switched Message-switched
networks networks networks

Virtual-circuit

Datagram networks e

Figure 2.43: Classification of switched networks

2.8.2.1 Circuit-Switched Networks

Circuit switching is a switching method in which a dedicated communication path
in physical form between two stations within a network is established, maintained
and terminated for each communication session. Applications which use circuit
switching may have to go through three phases:

e Establish a circuit
e Transfer the data

e Disconnect the circuit

2.8.2.2 Packet Switched Networks

In packet switched data networks all data to be transmitted is first broken down
into smaller chunks called packets. The switching information is added in the header
of each packet and transmitted independently.

It is easier for intermediate networking devices to store small size packets and they
do not take much resources either on carrier path or in the internal memory of
switches.

Packet 2

Figure 2.44: Packets sent over the network
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Packet switching can be done through the following technologies:

g. Datagram networks
Packets are treated independently and may take different routes. Datagram is better
if numbers of packets are not very large.

h. Virtual circuit networks
In virtual circuit, a logical path is setup prior the transmission and therefore, no

routing decision is to make which ensure that packet are forwarded more quickly
than datagram. The logical path between destination and source also assure the
sequencing of packet and better error control. However, virtual circuit is less reliable
because Interruption in a switching node loses all circuit through that node.

2.8.2.3 Message switching

In message switching, if a station wishes to send a message to another station, it
first adds the destination address to the message. Message switching does not
establish a dedicated path between the two communicating devices i.e. no direct
link is established between sender and receiver. Each message is treated as an
independent unit.

Consider a connection between the users (A and D) in the figure below (i.e. A and D)
is represented by a series of links (AB, BC, and CD).

Links

Q AB O BC O cb O
D

Nodes A B C

Figure 2.45: A connection between A and D

For example, when an email message is sent from A to D, it first passes over a local
connection (AB). It is then passed at some later time to C (via link BC), and from
there to the destination (via link CD). At each message switch, the received message
is stored, and a connection is subsequently made to deliver the message to the
neighboring message switch.

Application activity 2.8
1. How does the message switching differ from circuit switching?
2. Explain the technologies used in packet switching.
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END UNIT ASSESSMENT ACTIVITIES

1.

Your school has acquired 60 computers from the Rwanda Education
Board (REB) and wishes to distribute them as follows:

- Administration: 3 computers

- Staff room: 7 computers

- Computer lab for students in Ordinary level: 30 computers

- Computer lab for students in Advanced level: 20 computers

a. List and describe specifications of all materials needed to setup 2

wireless LANs within the school.

b. Is it possible to secure those wireless networks?

¢. Indicate the type of wireless security to be used.

2.
3.

b

o

Discuss the advantages of Fiber optic cables within a LAN.

Why routers and switches do not operate at the same OSI reference
model layer?

What are the common steps in configuring both wireless router and
access points?

Is it possible to change the default gateway of your computer? Explain.
When and how both public and private IP addresses are used within
the same network?

Describe the purpose and basic operation of the protocols in the OSI
and TCP models.

What are the advantages of using OSI layered model?

Discuss the importance of switches within a LAN.
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NETWORKING
PROJECT






UNIT 3: NETWORKING PROJECT
Key Unit Competency:

To be able to build a computer wired and wireless network

3.1 Build Peer to Peer network
Project I: Preparing Ethernet cables and devices
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3.1.1 Tools required building P2P Network

This practice has crucial important as when files are shared to the network will reduce
the cost of printout papers as one document can be shared by many users who
stands in the same P2P network or when sharing printer to the same P2P network,
all users can enjoy printing without taking time in installing setup to all computers
in the same work group.

In order to build peer to peer network we need several equipment discussed in
previous network classes, the maximum number of computer to build a P2P network
is 10, transmission media needed is UTP cables. We use crossover to connect the
same devices (hub to hub, computer to computer, router to router, and switch to
switch) and straight through cable to connect different devices (Computer to switch,
computer to hub). We use star topology where we need Switch/hub as the central
devices. To build a P2P network of 2 computers we need only two computers and
Ethernet cable (Strait through cable), for P2P network of more than 2 computers we
need computers, Ethernet cables (Crossover and Straight through) and Switch/hub.

3.1.2 Process to build P2P network
We are going to build a peer to peer network for small office or home office.

Step 1: Make sure all computers are turned off, organized and arranged.

In this practice we need to arrange 10 computers which is the maximum number of
computer allowed in P2P network.

Step 2: Install central devices (Switch or hub).

Figure 3.2: Installed central devices
Step 3: Connect each end of the UTP CAT 6 straight through cables to connect
computers to Switch/ Hub.
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When connecting devices, UTP CAT 6 straight through cable is required to connect
the same devices (Computer to computer) and UTP CAT 6 crossover cable to connect
different devices (Switch to computer), depending on number of devices we have in
our practice, more Ethernet cables are need. There are some tools which are needed
to make ethernet cables and different steps learned in the previous school (S5, Unit
3 Introduction to networking) are needed.

Tools used to make Ethernet cables: cat 6 cables, RJ 45, RJ 45 crimping tool, scissors,
Cable tester, drilling machine, hammer, screw driver, cable strripper, cable ducts

Making straight through cable and Crossover cable:
Step 1: Strip the cable jacket about 1.5 inch down from the end.

Step 2: Spread the four pairs of twisted wire apart. For Cat 5e, you can use the pull
string to strip the jacket farther down if you need to, then cut the pull string. Cat 6
cables have a spine that will also need to be cut.

Step 3: Untwist the wire pairs and neatly align them in the T568B orientation. Be
sure not to untwist them any farther down the cable than where the jacket begins;
we want to leave as much of the cable twisted as possible.

Step 4: Cut the wires as straight as possible, about 0.5 inch above the end of the
jacket.

Step 5: Carefully insert the wires all the way into the modular connector, making
sure that each wire passes through the appropriate guides inside the connector.

Step 6: Push the connector inside the crimping tool and squeeze the crimper all the
way down.

Step 7: Repeat steps 1-6 for the other end of the cable.

Step 8: To make sure you've successfully terminated each end of the cable, use a
cable tester to test each pin.

The following figure shows how you should keep each wire according to their colors
for each type of cable (Crossover and straight through cables)
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CROSS
OVER

= RJ45Plug
] Pin 1

=]

=]

Clip is pointed
away from you.

Figure 3.3: Crossover cable

e g B b GUWEBER

RJ-45 Plug
Pin 1

Clip is pointed
away from you.

Figure 3.4: Strait through cable

Source: http://www.fiber-optic-components.com/category/ethernet-cables

You should also use numbers of wires in case you are confused by colors. The following

figure helps also to create the indicated cables.

a. Straight Cable

i

3
i

Side A

Side B

Side A

FiniD |Side A Side B PN 1D [Side A Jeide B

1 Orange-white  jOrange-white 1 Orange-white  Jareen-white

2 Orange Drange [z Orange green

3 Gresn-white Gre en-white 3 dreen-white oran ge-white

1 Blue ’_Blue 4 hiye fronwr-white

5 Blue-white Blue-white 5 hlue-white Brown

(5] Green Green & lgreen orange

I Brown-white Browr-white 7 bt owri-white Blue

S Brown Brown 3 brown blu e-white
12345878 12345671 12345678 12345678

[ —— | F—— — [ ——-]

Side B

Straight through Cable Crossover cable

Figure 3.5: straight through and crossover cables with colors

Source: https://www.home-network-help.com/straight.html|
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After making Ethernet cable we need to make them tested using cable tester using packet
tracer, we can connect devices using different cables not only packet tracer which can be
used but also real computers depending on the resources/ computer lab.

Figure 3.6: Connected devices

Project IlI: Static IP address configuration

P2P Project 3.1.B
Using previous exercises P2P project 3.1.A, after arranging computers and connect

them with different cables accordingly do the following:

a. Define IP address scheme to be used
b. Assign each computer a static IP address

c. After assigning static IP address, test if they are connected using ping
command.

d. Identify the materials to be used for keeping devices clean.

Observation: By pinging each computer, the observation will be on the replies, if IP
address is assigned successfully, the packet sent will be equal to 4, received will be 4
and the lost will be 0, else it is not assigned successfully else repeat the process. If failed

twice call the teacher/Lab technician for guidance.

Step 4: Define IP address scheme

Listing IP addresses that will be used to different computers is an important step
that will be helpful to define the same working group for being able to share files,
folder, printers and network.

In this project we use maximum 10 computers which are allowed to build P2P
network, the IP addresses given to the PCs can be in the same network for being in
the same work group to share resources such as folder, printer, files and network.
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The following are IP addresses we will use in this practice:

PC1:192.168.0.1, PC2: 192.168.0.2, PC3: 192.168.0.3, PC4: 192.168.0.4,

PC5:192.168.0.5, PC6: 192.168.0.6, PC7: 192.168.0.6, PC8: 192.168.0.8,

PC9: 192.168.0.9, PC10: 192.168.0.10

Step 5: Configure static IP address for each computer.

Process1:In windows 10, go to search and type in Control panel and click on it

Process2: Click the link “View network status and tasks” under the “Network

and Internet” heading.

Adjust your computer's settings

System and Security

Review yaur computer's statuc

»ave backup copies of your files with hile History
Backup and Restore (Windows 7)

Find and fix problems

Network and Internet
View network status and tasks
noose homegroup and shanng options

/ Hardware and Sound

View devices and printers

Add a device

Adjust commonly used mability settings

Programs

Uninstall a program

oy

Viewing network status and tasks

Viewby: Category *

User Accounts
QChange account type

Appearance and Personalization
Change the theme
Adjust screen reselution

Clock, Language, and Region
Add alanguage

Ch_ﬂlg: input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Figure 3.1.8:

Process 3: Click the link on the left of the window labeled Change adapter settings.

Process 3: change adaptor settings

B Network and Sharing Center

L “ A4 AE « Netw.. > Network and Sharing Center v @ | Search Control Panel

View your basic network information and set up connections
Control Panel Home

Change adapter settings

Change advanced sharing

View your active networks

tsunami

Intemet Options
Windows Defender Firewall

ettings ek HomeGroup:  Reedy to creste
Connections: [ Ethernetd
Change your networking settings
4 Set up 2 new connection or network
=" Set up a broadband, dial-up, or VPN connection: or set up a router or access point.
[ Troubleshoot problems
" Diagnose and repair network problems, or get troubleshooting information
Secalso
HomeGroup
Infrared

Figure 3.9: Changing adaptor settings
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Process 4: You might have more than one Internet connection listed in this
window. If this is the case you will need to determine which one is your connection
to the Internet. Once you have found it, right click on your network adapter and
choose properties to open up the properties window of this internet connection.

_fﬂ'_ Network Connections

4 & « AIIC.. > Network Connect.. v

Organize v Disable this network device Diagnose this connection
Ethernet

et Ll +7

»»

%ﬁ? Network

& Disable
= Intel(R) Ethernet Conne

Status

. . Diagnose
Incoming Connections 9

Mo clients connected G Bridge Connections

Create Shortcut

9 Delete

G Rename

G Properties

ditems 1 item selected

Search Network Connections @
B> @ @
plugged
it Etherne...
nly
fzz =

Figure 3.10: Viewing properties

Process 5: Find the option of Internet Protocol Version 4 (TCP/IPv4) and click on
it. Then choose one option (Internet Protocol Version 4)

E‘_‘ Ethernetl Properties

Metworking

Connect using:
@ Intel{R) 825741 Gigabit Metwork Connection

Lal

This connection uses the following tems:

E3 Client for Microsoft Networks
? File and Printer Sharing for Microsoft Metworks
B

A
4 Microsoft LLDP Protocol Driver
2 Intemet Protocol Version & (TCP/IPvE)
<

Install... Lirinstafl

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

Figure 3.11: Choosing the type of Internet connection
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Process 6: Select “Use the following IP address” and enter the IP address,

Subnet Mask, Default Gateway and DNS server. Click OK and close the Local Area
Connection properties window.

Internet Protocol Version 4 (TCP/IPv4) Properties @

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

@) Obtain an IF address automatically
) Use the following IP address:

@ Obtain DNS server address automatically

) Use the following DNS server addresses:

Validate settings upon exit

[ Ok ] [ Cancel ]

Figure 3.12: Setting static IP address
When choosing “Use the following IP address” the IP must be configured as
Static

Procces7: As an example, assign one PC1 an IP address of 192.168.0.1 and use the
subnet mask 255.255.255.0.

For PC1

I . A
Internet Protocel Version 4 (TCP/TPvd) Properties @I
General
T ‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 .168 . 0 . 1
Subnet mask: 255,255 .255 . 0
Default gateway:

Obtain DMS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

| [T validate settings upon exit
|

Figure 3.13: Assigning IP address to PC1

Procces 8: As an example, assign one PC2 an IP address of 192.168.0.2 and use the
subnet mask 255.255.255.0.
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For PC2

Internet Protocol Version 4 (TCP/IPv4) Properties 7 @
General
‘You can get IP settings assigned automatically if yvour network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

1P address: 192 168 . 0 . 2
Subnet mask: 255 .255.255 . O
Default gateway:

Obtain DNS server address autom

Obtain DNS se atica

@) Use the following DMS server addresses:
Preferred DNS server:

Alternate DMS server:

Validate settings upon exit | T |

0K | | Cancel |

Figure 3.14: Assigning IP address to PC2
Process 9: Do the same for other 8 PCs

Step 6: Ping each computer to verify if they are connected
Process 1: In windows 10, go to search and type in CMD then press Enter

Process 2: Type Ping 192.162.0.1 (if you use a computer assigned with
192.168.0.2 type in: ping 192.168.0.2) then press Enter button, the replies should
be as indicated in the figure below

B Command Prompt = =
A

Microsoft Windows [Version 6.1.76011
ICopyright (c) 20089 Microsoft Corporation. A1l rights reserved.

[C:\Users\nvani

ost = @ (B2 loss),

conds:

0X: i-se
Minimun = 1ms, Maximum = Sms, Average = 2ms

IC:\Users\nvani)

Figure 3.12: Verifying connection
Figure 3.1.15: IP address Replies
Step 7: Do the same as what you did on step 5 to all PCs

Note: if you receive timeout message when attempting to ping your selected IP
address, it is possible that the internet connection firewall is interfering, unplugged
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cables, mistake on IP configuration, etc

B C\Windows\system32\cmd. exe \?HE\@

Microsoft Windows [Uersion 6.1.76811
Copyright {c> 2802 Microsoft Corporation. A1l rights reserved.

C:\Users \mmm)ﬂZ 168.0.1
i B.1’ is not recognized as an internal or external command.
joperahle program or hatch file.

C:\Users\muanidping 192.168.8.1

Pinging 192.168.8.1 with 32 hytes of dat
Reply from 192. 168 B.115: Destination hn t umeac}lahle
Request timed

Reply from 192. 168 E .115: Destination host unreachahle.

Reply from 192.168. : Destination host unreachahble.

Ping statistics for 192.168.8.1:
Packets: Sent = 4, Received = 3, Lost = 1 (25 loss),

Figure 3.13: Timeout message

How to allow internet connection through the firewall?

-Right click on My Network places, then select properties.
-Right click local Area connection and select properties once again,

- Click the advanced tab. Uncheck the box titled: protect my computer from
the internet.

- Click OK. Now, try typing the selected IP address again.

Once you get two computers to communicate successfully together, you can now
enjoy the benefit of files, printer, internet sharing.

Project lll: Sharing folder, files, printer and internet

P2P Project 3.1.C
Using previous exercises P2P project 3.1.B, after assigning each computer its own IP ad-

dress, do the following

a. Put all computers in the same work group network
b. Share files, folder, printers and network.

¢. How to avoid piracy in networking.

Observation: When files, folder, printer and internet are successfully to all permitted PCs,
they should be seen and retrieved on other PCs and enjoying using them when you are
in the same P2P network. The shared printer must print to every connected PC even if
there is no setup installed. If fails to share repeat the process once else call to the teach-

er/Lab technician for guidance




To share folder requires creating a home group/ workgroup, for the topic discussed
in S5, creating home group/ work group is discussed, here we need to change a
home group/ work group to be able to share files, folder, printer and network.

The following are the steps to change the home group/ workgroup in Windows 10

Step1: With the right mouse button click the Start icon and choose System. If you
have a touch enabled device, click and hold the start button, then tap the System
button.

S —— e
Programs and Features
Power Options

Event Viewer

System

Dewice Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Cormmand Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out >
Desktop

Figure 3.14: Selecting system

Step2: Under“Computer name, domain, and workgroup settings” click on Change
Settings

Computer name, domain, and workgroup settings

Computer name: WIN-TMTKERCUKDITH '&'Change settings

Full computer name: WIN-1MIKeCUEDOTH
Computer description:

Waorkgroup: WORKGROUP

Figure 3.15: Select change settings

Step3: Under the tab “Computer Name” find the Change... button and click it
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System Properties
Computer Name | Hardware | Advanced | System Protection | Remate

[EI Windows uses the following information to identify your computer
= on the network.

Computer description: WindowsInstructed Windows 10 VM
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: WIN-TMTKBCUKDTH

Worlcgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network |D. Network [D..

To rename this computer or change its domain or

1 Changes will take effect after you restart this computer

Cancel Apphy
Figure 3.16: Select Change

Step4: Under“Member Of” change the Workgroup name.
Computer Mame/Domain Changes P

“f'ou can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

IM-1M1KECLUKOTH

Full computer name:
WIN-TMI1KBCUKDTH

Mare...
Member of
() Domain:
(@) Worlgroup:
WORKGROUP
oK Cancel

Figure 3.17: Select workgroup

Step 5: Change the name from WORKGROUP to S6A
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Computer Name/Domain Changes x
You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
DESKTOP-F260HSA

Full computer name:
DESKTOP-F260HSA

Member of
() Domain:
(® Workgroup:
&
Cancel

Figure 3.18: Change the name of work group

Step 6: Then click on OK, the system will prompt to reboot

After rebooting the system, the new folder/files/printer or network will be added
to the existing Home group following the steps below

Step 1: Use the Windows key + E keyboard shortcut to open File Explorer

Step 2: On the left pane, expand your computer’s libraries on Home Group

Step 3: Right-click Documents and choose Properties

Step 4: Click Properties.
Step 5: Click Add.
| Semepepeses %

Library

Library locatons:

| Decuments
" Another (C:\Users\aboa Desktop) |

Setsave oaton | Set puble save lecation Remerve

Optirize this lbrary for:
[pocuments Vl|

Sise of it in lbeary:  402bytes

Attributes: Shown in navigation pane
Shared

Change kbrary ioon,

Restore Defaults

[ |

Figure 3.19: Add new folder
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Step 6: Select the folder you want to share and click Include folder.
Step 7: Click Apply.
Step 8: Click OK.

Now the folder will be accessible by anyone who joined the Home Group when
they browse the Documents folder

3.2 Wireless Router installation and configuration
Note: This configuration is for TP-Link wireless Router, for other types of wireless
routers, consult manufacturer requirements and guidance.

Project I: Wireless router connection and Setting

P2P Project 3.1.C

Using previous exercises P2P project 3.1.B, after assigning each computer its own IP
address, do the following

a. Put all computers in the same work group network
b. Share files, folder, printers and network.

¢. How to avoid piracy in networking.

Observation: When files, folder, printer and internet are successfully to all permitted PCs,
they should be seen and retrieved on other PCs and enjoying using them when you are
in the same P2P network. The shared printer must print to every connected PC even if
there is no setup installed. If fails to share repeat the process once else call to the teach-

er/Lab technician for guidance

This unit provides procedures for configuring the basic parameters of your router;
it also describes the default configuration on startup.

3.2.1 Default configuration

When you first boot up the router, some basic configuration has already been
performed for TP-Link wireless router. All of the LAN and WAN interfaces have been
created, console and VTY (Virtual Teletype) ports are configured, and the inside
interface for Network Address Translation has been assigned.

3.2.2 Wireless Router configuration requirements
For some routers web browsers are needed to configure them to the wireless
router, others need Ethernet cables to be configured, they are also some which
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needs their catalog where there is written all process to configure them.

To configure wireless Router the following materials are needed:

e A wireless router,
e A computer or laptop with wireless capabilities.
e Two Ethernet cables.

Step 1: Prepare router and switch on it.

Step2: Connect router to the Laptop/PC with wireless capability

Step3: Access Dashboard using default IP address and Password

The different process will be applicable when prompting to the Dashboard using
default IP and password.

Process1: Open the web browser and key in the address bar the default IP address
(192.168.0.1)

Process2: The server asks for the default username and password. The user will
then write in the form the default username and password

" Authentication Fequired 52|

The server http://192.168.0.1:80 requires a username and
password, The server says: TP-LIMNK Wireless M 3G/4G Router
MR3420,

Uzer Mame: admin

Paszzward: | ***** | |

Figure3.21: Default username and password
Process 3: Prompting default dashboard

The figure below will be displayed after entering default username and password
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TP-LINKC

Status

Onlck Setp

WPS
Network

Firmware Version: 3.13.24 Build 120703 Rel 55807n
Wireless
Hardware Version: MR3420v2 00000000
DHCP
Forwarding
Security LAN
Pareqtsl Costrol MAC Address:  54-70-02-4C-B9-76

Access tostrol 1P Address:  192.168.0.1
Advanced Routing —
SubnetMask:  255.255.255.0

Bandwidth Control
IP & MAC Binding

Dynamic DNS Wireless
System Tools Wireless Radio:  Enable
Name (SSID): senior 6a
Mode: 11bgn mixed
Channel Width: Automatic
Channel: Auto (Current channel 8)
Max Tx Rate: 300Mbps
MAC Address: 54A7D-02-4CAB_9-75 ll

Figure3.22: Default dashboard
Step4: Configure internet using information from the ISP

When configuring internet using information from ISP, some processes are
applicable

Process1: Click on Network then select internet mode and click Save

Status
Quick Setup
WPS

The router provides four internet access mode for you to choose:
l = 3G/4G Only - Only use 3G/4G 338 the CCeSS 10 the Intémel l
 JGH4G Preferred - Use 3G/4G 33 the primary access. WAN as a backup

 WAN Preferred - Use WAN as the primary access. 3G/4G as a backup
 WAMN Only - Only use WAN as the access to the Intemet

Wiredoss
Forwardmg
Security
Parental Controd

Access Control
Advanced Routing
Bandwidth Controd
1P & MAC Binding

Dynamic DNS

System Tools

Figure3.23: Selecting internet mode
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Process2: Click on Quick Setup to start configuring internet using information
from ISP where the selected internet mode is activated, then click Next.

TP-LINK'

=

Network

Wireless

HCP Start »> inlernel = WAN | 3G/4G »» Wireless >> Finish
Forwarding The router provides four ntemet access mode for you bo choose:
Security & JGI4G Only - Onily use 364G 35 e access 1o Ma Internat
Parental Control  JGH4G Preferred - Use 3G/4G as the primary access, WAN as a backup.

© WAN Preferred - Use WAN 35 the primary Jccess, 264G 33 3 backup

ced Routing  WAN Only - Onlly use WAM a3 the access to the Infamet
Bandwidth Control

IP & MAC Binding
Back I Nexd I

Figure3.24: Quick setup to configure internet

Process3: On Wireless name rename the existing name of wireless and

authenticate by set your own password for network protection.
In this practice, we use
Wireless name: senior 6a

Password: Kigali12

(Als0 called the S3ID)
Status

Ensure you select a cormect country to conform local law.

wPs IncortectsetBngs may cause inteerence
Network
Wireless Mode:  [11bgn mixed -
DHCP Chamnelwigt: [t v
Forwarding Channet: Adto j
Security
Parental Control
MaxTxRate:  [300Mops v
Access Coatrol
Advanced Routing
- Vireless Securty:
Bandwidth Control
1P & MAC Binding e Diostle Secerty
= @ WPAPSKMPAZPSK !
System Tools PSKPassword:  (KIGALITA |

(You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8and 6.

(v, No Change

Back Next

Figure3.25: Network authentication
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Process 3: After renaming Wireless and authentication, click Finish to apply the
change, and then move to set DHCP settings.

TP-LINK’

Congratulations! This device is now connecting you to the Internet. For detail settings,
please click other menus if necessary.

Forwarding i
. Back .
Parental Control

Acoess Contral

Advanced Roling
Bandwidth Conirol

IF & WAL Eanding
Drynamic DHS
System Tooks

Figure3.26: Finishing internet setting.

Project ll: Wireless security configuration

Wireless Router configuration Project 3.2.B

Following what is done in Wireless Router 3.2.A

a. Configure the wireless security
b. Set DHCP settings?
¢. What measures would you take to keep data on router confidential?

Observation: If wireless router is successfully configured it will be seen on each device
which has capabilities to be connected to the wireless and using the name of the wireless

and password connect to verify if it is working, if it is not working repeat configuration

once if fails twice, call to the teacher for guidance.

Step5: configure LAN and IP using DHCP

Go to Wireless then Wireless Security and configure the wireless security. WPA/
WPA2-Personal is recommended as the most secure option. Once configured,
click Save.

There are many wireless security protocols. Here is a basic list ranking the current

IE:] Computer Science Senior 6 Student Book



Wi-Fi security methods available on any modern (post-2006) router, ordered from
best to worst: WPA2 + AES, WPA + AES, WPA + TKIP/AES (TKIP is there as a fallback
method), WPA + TKIP, WEP and Open Network (no security at all).

Ideally, you will disable Wi-Fi Protected Setup (WPS) and set your router to WPA2
+ AES. Everything else on the list is less than ideal step down from that. Once you
get to WEP, your security level is so low, it's about as effective as a chain link fence.
The fence exists simply to say “hey, this is my property” but anyone who actually
wanted to go in could just climb right over it.

TP-LINK

Status

Cuick Setup
WPs
Hebwork
Wirekess

DHCP Server; ¢ Disable ~ Enable

Start IP Address: 192 168.0.100

DHCP
e End IP Address: 192 168.0.199
_ DHCP Client List Address Lease Time:  [120  minutes (12880 minutes, e defaullvalu is 120)
- Address Reservation Defaul Gateway: 192 168.0.1 (Dpticnal)
Forwarding Default Domain: [ ioptionan
Security Primary DHS: [oooe  iostionan
Parental Control Secondary DHS:  [0000  (Ogtional)
Access Controd
Advanced Routing —

Bandwidih Conirol
I & MAC Binding

Drynamic DHS

Sysiem Tooks

Figure3.27: Configure the wireless security

Note: If using a dual band router, repeat this process.

Step 5:

Go to DHCP=> DHCP Settings and select Disable the DHCP Server. Click
on Save.

Computer Science Senior 6 Student Book



Siatus

Cuick Satup DHCP Settings
L]
Mt 1
o | DHCP Server: mum Enable |
Wirsleaa -
Start IP Address: 102.168.0.100
Gueal Nateodh
I® f 1621080148
oHeP End IP Address: L-AL
T Address Lease Time: 120 erinuse (=280 mirubes, the defaut vaus i 120)
« DHEP Clant List mm: 102 168.0.1
« Addrans Ressrvation Dtault Dosmaln: [Cptenal)
UsE Sattings Primary DNS: 0.0.00 (Optional)
HAT Secondary DNS: 0.0.0.0 (Ot |
Forwmrding
Security
Save

Parsnisl Controd

Figure3.28: Disable DHCP Server

Step 6: Set the IP from ISP and go to the System Tools and select Reboot to reboot
the device.

TP-LINK’

Status
Quick Setup
WPSs
Hetwork
Wireless

DHCP Settings

DHCP Server:
Start IP Address:
End IP Address:

¢ Disable ¢~ Enable

(19216811 |

192.168.0.199

- DHCP Client List Address Lease Time: 120 minutes (1~2880 minutes, the default value is 120)
. Address Resarvation Default Gateway: W (Cptional)
Forwarding Default Domain: f (Optional)
Security PrimaryDNS:  [0000  (Optional)
Parental Control SecondaryDNS:  [0000  (Optional)

Access Control

Advanced Rouling
Bandwidth Control

IP & MAC Binding
Dynamic DNS
System Tools

Figure3.29.: Setting the IP address from ISP
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3.3 Building Client/Server network

Project I: Creating and setting an FTP folder

Client/server project 3.3.A
1. You are given 2 computers and strait through cables

Create an FTP Folder
Configure IP address
Configure an FTP Server

o 0 T 9

When file is needed to be used by many people in the group, sometimes
printing or sending to flash disk is needed which is costly and sometimes
spread viruses. What measures would you take to avoid high cost and
virus spreading?

Observation: If the FTP folder is successfully created it will be available on server com-
puter and start enjoying using it for the next session to create an FTP site. If it fails once,

call to the teacher/lab technician for guidance.

3.3.1 Creating an FTP client/server network

With a home FTP server, you are able to upload and download files from anywhere
to your PC, Similar to cloud storage but without the limitations.

Setting up a File transfer protocol (FTP) server may sound complicated, but it’s
actually quite easy to set up especially if using Windows 10.

Step 1: Create a folder that your FTP users will be accessing on C: drive.

e

e

)

Control Panel

FTP-Falder

Figure3.3.1: Creating FTP Folder
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Step2: Press the “Windows key + R” on your keyboard to open the Run window,
and type CMD, click OK to open the command prompt window.

Run x

Type the name of a2 program, folder, document, or Internet
resource, and Windows will open it for you,

Oper: | cmd -

Cancel Browse...

Figure3.3.2: Open Run windows

Step3: Here type “ipconfig” and press enter, write down the IP address and the
default gateway IP, because we are going to use it in the next steps. Here the
following IP addresses will be used: 10.0.0.17 and 10.0.0.1

BN CAWINDOWS\system32emd.exe — O b4

ghts reserved.

ows IP Configuration

Ethernet adapter Local area Connection:

Tunnel zdapter isatap.{EeeEe74C-4E80-41BD-3E35-110

Figure3.3.3:in CMD, Type in “ip config”

Step4: Then go to Control Panel -> Programs and Features.

Step5: Navigate to Turn Windows features on or off on the top left.




[ Programs and Features

€& = " [ « AllControl Panel ltems > Programs and Features

Cuntm%anel Heme .
Uninstall or change a program

Yiew inctalled updates

To uninstall a program, select it from the

& Tum Windows festures on or
off

Organize =

Mame

Figure3.3.4: Click on “Turn Windows features on or off”
Step 6: Select the check box, next to “Internet Information Services” also collapse

it to check mark “FTP Server” and “FTP Extensibility”, then click the OK button and
wait for the features to be added.

5 Windows Features - [} x

Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

] Internet Explorer 11 ~
= Internet Information Services

= FTP Server

FTP Extensibility

FTP Service
o [m] Web Management Tocls
7 [m] World Wide Web Services
Internet [nformation >ervices Hostable Web Core
Legacy Components
Media Features

Microsoft Message Queue (M3IMO) Server
Microsaft Print to BOF hs

SrE

JOr00

Figure 3.3.5: Select the check box, next to “Internet Information Services”

Project ll: Creating and setting an FTP site

Client/server project 3.3.B

1. Following the steps client/project 3.3.A,
a. Create an FTP site

b. Create an Internet Information service site

¢. How can you prevent unauthorized user to access your data?

Observation: If the FTP site is successfully created it will be available on server computer
and start enjoying by sharing folder, printers and files to the same client/server network.

If it fails repeat the process or consult the teacher for guidance.
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Step 7: Go to Control panel, Administrative tools,
All Control Panel ltems

&« v s Control Panel s All Control Panel tems >

Adjust your computer’s settings

»h Administrative Tools @ AutoPlay

RLocKer Dfive ERCryprion L. Bl Color Management
Y Date and Time FﬁjDefaultF'rugrams
EF;'EE Dewces and Prigters T Display
= Fife Explorer Options £ File History

Figure 3.3.6: Select “Administrative Tools”

Step 8: Choose Internet Information Services (1IS) Manager,

Step 9: Expand the root and right click on Sites to create a new FTP Site, click on
“add FTP Site...”

&3 Intemet Information Services (/IS) Manager

- o X
@5 (% mouzec » IR
File  Wiew Help

|
! W; MIGUEL-PC Home

Manage Server
v S5 MIGUEL-PC (Miguel-PC\Migy = Restart

3 Applcation Pools ke TR e R (|
e & Stes FTP 2 e s
@ AddViebsie., & 'f =
G Rebven ) e e
F1P FiP FTP Directory
—l ARSI hetic.. Authorizat..  Browsing

&
FTPFirewall  FTRPIP  FTP Logging
Suppert  Address .,

) (i) 17
FlPlogon  FTP  FTP Request
AttemptR. Mesages  Filtering

; i
[ G b
v 5| [ Festures View

Ready . 9.

G Switchto Content View

Figure 3.3.6: Add an FTP site

Step10: Give your FTP site a name, such as “AvoidErrors’, and browse for the folder

we created initially. This will be the default location where files will be accessible on
the server via FTP.
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10| Add FTP Site ?

L Site Infarmation
File

FTP site name:

o |AveidEmors

w|  Contzat Directary
Physical pathe: I

C:\Users\ Migu el Desktap\FTP-Folder
[P /

€

| N Cancel
haad} | et [:i ancel

Figure 3.3.7: Give name to an FTP site

Step11: On the Binding and SSL Settings page, click on the drop down to select
the IP Address of the computer, Select “No SSL". If you do have an SSL certificate,
you can choose either “Require SSL” or “Allow SSL".

Add FTP Site

a Binding and SSL Setfings

Binding
q P Address Port
] [i00073 V |11

[ Enable Virtusl Host Mames:

Start FTP site automatically

ssL
@ Mo 551

) Allow 55L
) Regquire 55
SSL Certificate:

Net Selected Select View

Previous Cancel
[l

Figure3.3.8: Selecting IP address of the computer

Note: Be sure to require SSL if you intend to make this FTP server accessible via the
Internet.
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On the Authentication and Authorization Information screen, change
“Authentication” option to “Basic” (requires that FTP users specify a login ID and
password).

Step13: Authorization section, select “Specified Users”, and Read & Write
permissions. Alternatively, you can choose specific user accounts or a group, and
limit permission to only Read or Write. Click Finish.

Step13: Now your new IIS Site is properly created.

W Internet infermation Services (115 Manager - m} X
F oo ¥ i
- & » MIGUEL-PC » Sites » AvoidEmors » s @
File View Help
Connections | R Actions
» & AvoidErrors Home
) ey
= - P
-2 '-E\C‘UEL PC (Miguel-PC\Migy Filter: . Go - G showal B
o Application Pools = [Edit Site
~ - FTP A .
a’ g
¥ Uefault Web Site 1iGE . ‘% =
FTP FTP FTP Cument
Authentic.. Authorzat,.  Sessions 1 '
il _ 1 I- Manage FIP Site &
s +fiF) Iie 8- (i3]
FTP Directory FTP Firewall FIRIP :
Browsing Suppert Address a...
BE: B
& FiF )
FTP Logging FTP FTP Request
Messages Filtering W Hel
W v
‘ 3 = | Features View
Resdy L=

Figure 3.3.9: Created new IIS

Step14: Create a local user account, and give to him/her permission on the FTP
content directory:

*If you prefer to use an already existing local computer user account instead of
creating one you can skip the create user step and skip to open windows firewall
ports.

To allow additional users you must:

1. Create a Windows 10 user.

2. Create a new IIS Rule for the new user.

3. Add the new user to the security settings of the FTP folder.
Open firewall ports for FTP:

Open Control Panel... (View by:“Small icons” recommended)... Windows
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Firewall... Select “Allow an app or feature through windows firewall”-> Change
Settings button

Select the checkbox next to “FTP Server” and at least one of the networks, and then
click on OK.

W Allowed spps - O x

« « A i < Windows Firewall 3 Allowed apps v & y ntral Pane J-]

Allow apps to communicate through Windows Firewall
T add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? — ?’/ hange settin

Allewed apps and features:

MName Private  Public
[ Defivery Cptimization 1]

DIAL protocel server |

[ Distributed Transacticn Cocrdinator

[ Email and accounts

File and Printer Sharing
2—--.7| FTP Server

& Get Office

Get Started

Groove Music

¥ HomeGroup

1SC5I Service

[ Key Management Service

OOREEEEEROE®
IHEAEROEmO

oo
<

Details...

Allew angther app..

3 — 0K Cancel

Figure3.3.10: Creating local account

Project lll: Creating rules and sharing folders

Client/server project 3.3.C
1. Following the project 3.3.B,
a. Enable FTP server port to be accessed from the LAN

b. Select proper management
c. Add the new user to the security settings of the FTP folder.

d. How can you avoid unauthorized users to access your folder

Observation: If the FTP client/server network is successfully configured the shared Fold-
er, printer, files and internet will be seen among all computers on the same network of
FTP server network, you can start enjoying using the shared files, folder and printers.

Else repeat the process twice or call the teacher for guidance.
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Now the Windows 10 FTP Server is enabled to be accessed from the LAN.

Step15: Once you have tested the FTP over the LAN than we are ready to access it
via WAN. To allow FTP connection you must enable Port 21 in your router’s firewall
to allow incoming connection via FTP port 21.

» Gateway Advanced > Port Forwarding
» Connected Devices

TIP: Manage external access to specific ports on your home nétwork,

» Parental Control

:
ing: WEE TN Disabld

Enable Port Forwarding:
1 Port Forwarding

Font Triggering

Part Forwarding

DMz
Service Name Type End Port Server IP
Dynamic D3
FTP TCP & UDP N il =EIUI[I1'|' i 4

Nawsieas [eeraang

Wind c!ws 10 1P
Figure3.3.11: Creating rule to share folder

Process1: Select the proper Site in IIS Manager and on the right, navigate to FTP
Authorization Rule.

"3 Intemet Information Services (1I5) Manager - 0 k4
& @ » MIGUEL-PC » Sites » Avoicrrors » Wah @
File View Help
Connections . Actions
. & AvoidErrors Home ;
4] QOpen Feature
~ 5 F:I‘IGUEII-PC.(M\EueII-P(\Mlg w— = B Erlore
-1 Application Pecls z Edit Permissions...
w @ Sites FTP A
» & AvoidErors { ! Edit Site
+ & Default Web Site Wy i Bindings...
i | FTP Current B Basic Settings...
Authentic... }ﬁmmmahm Sessions e
| nR View Applications
- m ,.la | 1
or auth
FTP Directory FTP FIFEWE" flp W 2

Browsing  Support  Addressa.. Restart

= = tart
“ Stop
FTP Logging FT# FTP Request
Messages  Filtering

G Help

< » | |[EFeatures Viewmli
Ready 4G

Advanced Settings...

Figure3.3.12: Selecting proper management
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Process2: Right click an empty space and select Add Allow Rule...

W3 Internet Information Services {I15] Manager - O X
(@8 (@ MGUEL-PC » Sites » Avoidimors » @ = -@"%
File View Help
‘Connections X . Actions
FTP Autharization
~ 82 MIGUEL-PC (Miguel-PC\Migy Rules
‘::f g:plicamon Pools Mode e :
w . @ Sites P -
& AvoidErrors LA @ He
& Default Web Site
[:} Add Allow Rule...
Add Deny Rule..
Edit Feature Settings...
ﬂ Help
£
7 35| L= | Festures View
9.

Configuration: ‘applicationHest.config'

Figure3.3.13: Allowing rule

Process3: Here check mark specified users and write the user name. Make sure is
first created in windows 10 and click OK.

DALl LT R TEC R raenicierroer

Add Allow Authorization Rule

Allow access to this content to:
() All Users
() Al Anonymaus Users

() Specified roles or user groups:

Example: Admins, Guests

@ Specified users:

|FI'P-U:er

Example: User?, User2

Permissions

Read
Write

L

Figure 3.3.14: Checking specified users to give username
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To add the new user to the security settings of the FTP folder:

Process4: Locate the folder that your FTP users will be accessing (example: C:\FTP-
Folder), right click the folder... select Properties -> Security tab... and add the user
that was created in the previous step with appropriate permissions.

= P L Lo I — W

Permissions for FTP-Folder -

Securty
Object name:  C\Users'Miguel'Desktop',F TP-Folder

GI'QI.ID Oor user names.

£2 5YSTEM

& Miguel (Miguel-PC\Miguel)

b} FTP-User (Miguel-PC\FTP-User)

R Administrators (Miguel-PC\Administrators)

Add... Remove
Pemissions for FTP-User Allow Dery

[ Full zontral U "
3 4
i Modiy 0

Read 4 exscute ]

List folder contents ]

Read ] w

Cancel Pply

Figure3.3.8: Locate the folder that will be accessible
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End unit activity
1. Lab activity: a given 5 computers with the following IP addresses:
198.162.0.117,198.162.0.114, 198.162.0.118, 198.162.0.119,
198.162.0.116, the subnet mask is 255.255.255.0 assigned to all

computers
a. Create a P2P network

b. Add a home group and share folders, music and files to all computers.

2. You are given a server machine, three new laptop, three Ethernet
cables, and the following IP addresses: 198.162.0.12 and 198.162.0.13,
create an FTP client/ server network and share folder.
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UNIT 4

SQL AND DATABASE
PROJECT






UNIT 4: SQL AND DATABASE PROJECT

Key Unit Competency: To be able to apply Structured Query Language in RDBMS

and create a short database project
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Activity 4.1:

4. Kabeza Company Ltd is running a business and wishes to manage
transactions in computerized way. The database of business contains
various entities including “Customers” (id, name, age, address, salary)
and orders (id,date,customer_id, amount) which are given here below.
Help your school to find a solution to get the following:

i. The highly paid employee

ii. The least paid employee

iii. The oldest employee

iv. The youngest employee

v. To generate total amount of income at a given day.
vi. To retrieve only the names and age of all employees

vii.To retrieve the average income at a given day.

“Customers” table:

i.cage>=23 AND address= kigali(“Customers”)

7 kigali
muhbhi rwa

kabandana
mugisha
nyampundu
Lwera
mutomni

2017-10-02
2017-01-20
2017-10-02
2016-05-20

muhanga
huwe
Nnyamagabe
gasabo
nyagatare
rusizi

2500
4500

Definition: relational algebra is the one whose operands are relations or variables
that represent relations.
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4.1.1 Unary operations
By definition a unary operation is an operator that uses only one operand (relation).
In Relational algebra, the unary operations are selectionand projection

4.1.1.a Selection operation

Selection is a unary operation that selects records satisfying a given predicate
(criteria). It selects a subset of records. The lowercase Greek letter sigma (o) is used to
denote selection. The selection condition appears as a subscript to . The argument
relation is given in parenthesis following the o.

Select Operation Notation Model

‘ Rz
=

Syntax: o selection_condition (Relation)

The selection condition or selection criterion can be any legally formed expression
that involves:

Constants (i.e, members of any attribute domain)

Attributes names

Arithmetic operators(+,*,/,-,%)

Comparisons/Relational operators : a. in mathematicl algebra(=,#,<,>,<,>)
b.in relational algebra (=,<,<=,>,>=)

AN =

5. Logical operators( And,Or, Not)

Example of using selection operation within a relation: o last_name="Mugisha’
(“Customers”) where the table “Customers” in learning activities 4.1 is considered.

The result is a binary relation listing all the “Customers” with the name Mugisha.

fo— - +--——- - - +
id name age address salary
e e e === Fommmm— - tmmm - +
4 | mugisha 25 nyamagabe 6500
L L === L tmmm————- +

result of c name="Mugisha’ (“Customers”)
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4.1.1.b Projection operation

muhirwa

kabandana
mugisha
nyampundu
uwera
mutoni

The PROJECT operation is another unary operation. This operation returns a set of
tuples containing a subset of the attributes in the original relation. Thus, we state
that the SELECT operation selects some rows and discards the others. The PROJECT
operation, on the other hand, selects some columns of the relation and discards
the other column. The PROJECT operation can be viewed as the vertical filter of the
relation.

The projection operation copies its arguments relation, but certain columns are left
out. The projection operation lists the desired attributes to appear in the result as a
subscript to m.

Projection is unary operation denoted by the Greek letter pi (m).
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¢ Syntax: mattribute—list(r)

e Eg: M attribute_1, attribute_2,..., attribute_n(Relation)

Project Operation Notation Model:

cz

Notice thatif the projection produces two identical rows, the duplicate rows must be
removed since the relation is a set and it is not allowed to contain identical records.

Eg:Example: Retrieve the suburbs that are stored in database

” l}ISTRI‘.gl'S(Eurle::;rjl D

5

—

Student
Id Name |DISTRICT]
1108 |gUsHAKHBURERA
39% |[kapiza |HUYE
8507 |YOHANI |NYANZA
8452 |sHYAKA [GASABO

cz Ca

—-—

Application activity 4.2:

Result

DISTRICT]

BURERA

HUYE

NYANZA

GASABO

What is the result of the following statements?

i. mID, Address (“Customers”)

mm name,Salary(oSalary>5000) (“Customers”)

4.1.2 Binary operations

A binary operation is an operation that uses two operands (relations). In Relational
algebra, the binary operations are Cartesian product, Union operator, Set Difference,

Intersection, Theta-join and Natural Join.
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The Cartesian product of two relations, R1 and R2, is written in infix notation as
R1xR2.To define the final relation scheme, we need to use fully qualified attribute
names. Practically, it means we attach the name of the original relation in front of
the attribute. This way we can distinguish R1.A from R2.A. If R1(A1,A2,...,An) and
R2(A1,A2,...,An) are relations, then the Cartesian product R1xR2 is a relation with
a scheme containing all fully qualified attribute names from R1 and R2:(R1.A1,...
R1.An,R2.A1,....R2.An).

The records of Cartesian product are formed by combining each possible pair
of records: one from the R1 relation and another from the R2 relation. If there are
n1recordsin R1 and n2 records in R2, then there are n1*n2 records in their Cartesian
product.
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The results of a Cartesian product is a relation whose scheme is a concatenation
of student scheme and subject scheme. In this case, there are no identical attribute
names. For that reason, we do not need to use the fully qualified attribute names.
Student relation contained 2 records, subject relation 3, therefore, the result has 6
records (2 times 3).

Note that the Cartesian product contains no more information than its components
contain together. However, the Cartesian product consumes much more memory
than the two original relations consume together. These are two good reasons why
Cartesian product should be de-emphasized, and used primarily for explanatory or
conceptual purpose.

Application activity 4.3:

Carry out the following activity:

X
A B C D
X
1 2 6 7
3 4 8 9
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A. Union operator

Tiret natme | T ast name e e T s e
First name | Last name First name | Last name

The result of the query are all the people (students and teachers) appearing in either
or both of the two relations. Again, since relations are sets, duplicate values are
dropped.

The binary operation Union is denoted, as in set theory, by U. Union is intended
to bring together all of the facts from its arguments, however, the relational union
operator is intentionally not as general as the union operator in mathematics.

We cannot allow for an example that shows union of a binary and a ternary relation,
because the result of such union is not a relation. Formally, we must ensure that
union is applied to two union compatible relations. Therefore, for a union operator
R1UR2 to be legal,it is required that two conditions be held:
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1. Therelations R1 and R2 are of the same arity. Which means, they have the
same numbers of attributes.
2. The domains of the ith attribute of R1 and ith attribute of R2 are the same.

B. Set Difference

First name | Last name First name | Last name
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The last fundamental operation we need to introduce is set difference. The set
difference, denoted by - is a binary operator. To apply this operator to two relations,
it is required for them to be union compatible. The result of the expression R1-R2,
is a relation obtained by including all records from R1 that do not appear in R2. Of
course, the resulting relation contains no duplicate records.

Note that if the relations are union compatible, applying “set difference” to them is
allowed.

C. Intersection

The first operation we add to relational algebra is intersection, which is a binary
operation denoted by M symbol. Intersection is not considered a fundamental
operation because it can be easily expressed using a pair of set difference operations.
Therefore, we require the input relations to union compatible.

After applying the intersection operator, we obtain a relation containing only those
records from r1 which also appear as records in r2.We do not need to eliminate
duplicate rows because the resulting relation cannot contain any (since neither of
the operands contain any).

Practical example:

Consider relations Rand S

R

A 1

m 5 R [NTERSECTION §
D 3

F 4 A 1

g

A 1

C 7

D 3

E 4

D. Join operations

SQL Joins can be classified into Equi join and Non Equi join.
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1. SQL Equi joins
Itis a simple sqljoin condition which uses the equal sign as the comparison operator.
Two types of equi joins are SQL Outer join and SQL Inner join.

For example: You can get the information about a customer who purchased a
product and the quantity of product.

2. SQL Non equi joins
Types of Joins:

Join is a special form of cross product of two tables. It is a binary operation that
allows combining certain selections and a Cartesian product into one operation.
The The join operation forms a Cartesian product of its two arguments, performs a
selection forcing equality on those attributes that appear in both relation schemas,

and finally removes duplicate attributes. Following are the different types of joins:
Theta Join, Equi Join, Semi Join, Natural Join and Outer Joins

We will now discuss them one by one

1. Theta Join:
In theta join we apply the condition on input relation(s) and then only those selected
rows are used in the cross product to be merged and included in the output. It means
that in normal cross product all the rows of one relation are mapped/merged with
all the rows of second relation, but here only selected rows of a relation are made
cross product with second relation. It is denoted as RX S

For example there are two relations of FACULTY and COURSE now first apply select
operation on the FACULTY relation for selection certain specific rows then these
rows will have a cross product with COURSE relation, so this is the difference in
between cross product and theta join. From this example the difference between
cross product and theta join becomes clear.
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FACULTY

F_ID EMPLOYEE_NAME | DEPT SALARY [ RANK

F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF

F2 UWAJENEZA ENGLISH 300000 | LECTURER
F3 MUGENZI CIVILENGENEERING | 400 000 | PROF

F4 RUKUNDO ENGLISH 150 000 | LECTURER
FouRse

C_CODE C_NAME FAC_ID

25 DATABASE F1

26 LUTERATURE

c27 DYNAMICS F3

C28 PROGRAMMING F4

(6RANK=PROF({FACULTY)XCOURSE)

&

F_ID | EMPLOYEE_NAME | DEPT SALARY | RANK | C_CODE | C_NAME FAC_ID
F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF | C25 DATABASE F1

F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF | C26 LUTERATURE

F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF | C27 DYNAMICS F3

F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF | C28 PROGRAMMING | F4

F3 MUGENZI CIVILENGEMNEERING | 400 000 | PROF | C25 DATABASE F1

F3 MUGENZI CIVILENGENEERING | 400 000 | PROF | C26 LUTERATURE

F3 MUGENZI CIVILENGEMEERING | 400 000 | PROF | CZ7 DYMAMICS F3

F3 MUGENZI CIVILENGENEERING | 400 000 | PROF | C28 PROGRAMMING | F4

Two tables with an examaole of Thetaioin

2. Equi—Join:
This is the most used type of join. In equi—join rows are joined on the basis of values
of a common attribute between the two relations. It means relations are joined on
the basis of common attributes between them; which are meaningful. This means on
the basis of primary key, which is a foreign key in another relation. Rows having the
same value in the common attributes are joined. Common attributes appear twice in
the output. It means that the attributes, which are common in both relations, appear
twice, but only those rows, which are selected. Common attribute with the same
name is qualified with the relation name in the output. It means that if primary and
foreign keys of two relations are having the same names and if we take the equi -
join of both then in the output relation the relation name will precede the attribute
name. For Example, if we take the equi — join of FACULTY and COURSE relations then
the output would be
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FUCULTY COURSE
F_ID | EMPLOYEE_NAME | DEPT SALARY | RANK C_CODE | C_NAME FAC_ID
F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF C25 DATABASE F1
F3 MUGENZI CIVILENGENEERING | 400 000 | PROF C27 DYNAMICS F3
F4 RUKUNDO EMNGLISH 150 000 | LECTURER | C28 PROGRANMING | F4

3. Natural Join:
This is the most common and general form of join. If we simply say join, it means
the natural join. It is same as equi— join but the difference is that in natural join,
the common attribute appears only once. Now, it does not matter which common
attribute should be part part of the output relation as the values in both are same.
To join the tables use this symbol:

FUCULTY F COURSE
F_ID | EMPLOYEE NAME | DEPT SALARY | RANK C_CODE | C_NAME
F1 BUSHAKE COMPUTERSCIENCE | 800 000 | PROF C25 DATABASE
F3 MUGENZI CIVILENGENEERING | 400 000 | PROF c27 DYNAMICS
F4 RUKUNDO ENGLISH 150 000 | LECTURER | C28 PROGRAMMING

4. Outer Join:
This join condition returns all rows from both tables which satisfy the join condition
along with rows which do not satisfy the join condition from one of the tables.

The Quter Join has three forms:

a. Left Outer Join:
In a left outer join all the tuples of left relation remain part of the output. The tuples
that have a matching tuple in the second relation do have the corresponding tuple
from the second relation. However, for the tuples of the left relation, which do not
have a matching record in the right tuple, have null values against the attributes of
the right relation. Left outer join is the equi-join plus the non matching rows of the
left side relation having null against the attributes of right side relation.
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The following example shows how Left Outer Join operation works:

Consider the relation BOOK and relation STUDENT

BOOK

BK_ID BK_TITLE ST_ID

FF54 BIOLOGY 5104

FG55 CHEMISTRY 5101

FHS6 MATH 5101

FIS7 COMPUTER 5CIENCE 5103

F158 ECONOMICS

FK59 GEOGRAPHY 5104

STUDENT

5T _ID 5T _NAME

5101 KAMANA PAUL

5103 DUSENGE INES

5104 NMDOLI JOHN

5106 IRANZI CLAUDE

5107 MUGISHA GASANAYVE
BOOK Left outer Join STUDENT Where BOOK.BK_ID = STUDENTST_ID
BK_ID BK_TITLE ST_ID BK_ID BK_TITLE
FF54 BIOLOGY S104 S104 NDOLI JOHN
FG55 CHEMISTRY S101 S101 KAMANA PAUL
FH56 MATH S101 S101 KAMANA PAUL
FI57 COMPUTER SCIENCE $103 $103 DUSENGE INES
FK59 GEOGRAPHY 5104 5104 NDOLI JOHN
FI58 ECONOMICS Null Null Null

b. Right Outer Join:

In right outer join all the tuples of right relation remain part of the output relation,
whereas on the left side the tuples, which do not match with the right relation,
are left as null. It means that right outer join will always have all the tuples of right
relation and those tuples of left relation which are not matched are left as Null. The

following example shows how Right Outer Join operation works:

Consider the Relation BOOK and Relation STUDENT
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BOOK Right Outer loin STUDENT Where 800k BK_ID = STUDENTST_ID

BK_ID BK_TITLE ST ID BK_ID BK_TITLE

FF54 BIOLOGY 5104 5104 NDOLI JOHN

FG55 CHEMISTRY 5101 5101 KAMANA PAUL

FH56 MATH 5101 5101 KAMANA PAUL

FI57 COMPUTER SCIENCE 5103 5103 DUSENGE INES

FK59 GEOGRAPHY 5104 5104 NDOLI JOHN

Null Null Null 5106 IRANZI CLAUDE

Null Null Null 5107 MUGISHA GASANA YVE
c. Full Outer Join:

In outer join all the tuples of left and right relations are part of the output. It means

that all those tuples of left relation which are not matched with right relation are

left as null. Similarly all those tuples of right relation which are not matched with left

relation are left as null.

The following example shows how Right Outer Join operation works:

Consider the relation BOOK and relation STUDENT

BOOK Full Quter Join STUDENT Where BoOK.BK_ID = STUDENT.ST_ID

BK_ID BK_TITLE ST ID BK_ID BK_TITLE
FF54 BIOLOGY 5104 5104 NDOLI JOHN

FG55 CHEMISTRY 5101 5101 KAMANA PAUL

FH56 MATH 5101 5101 KAMANA PAUL

FI57 COMPUTER SCIENCE 5103 5103 DUSENGE INES

FK59 GEOGRAPHY 5104 5104 NDOLI JOHN

FI58 ECONOMICS Null Null Null

Null Null Null 5106 IRANZI CLAUDE

Null Null Null 5107 MUGISHA GASANA YVES

d. Division Operator

Division identifies attribute values from a relation that are paired with all of the

values from another relation.
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Application activity 4.5:

1.

Solve the following relational expressions for these relations:

User
Id  Name Age  Gender Occupationld  Cityld
1 Mukamana 25 Male 1 3
2 Gakuru 20 Female 3 4
3 Mukama 31 Male 2 5
4 Cyiza 27 Female 1 3
Occupation City

Occupationid OccupationName

1 Software Engineer
2 Accountant

3 Pharmacist

4 Library Assistant

Cityld  CityName

1 Kigali

2 Huye

3 Nyamagabe
4 Gasabo

5 Nyagatare

a. tName(6(Age>25)(User)) same as 6Name(6Age>25)(User)
b. §(ld>2vAge!=31)(User)
¢. 6(User.Occupationld=0Occupation.Occupationld)(User X Occupation)
d. nName,Gender(6Cityld=1User x City))

2. With clear example, differentiate unary operators and binary operators.

3. Use an example and explain projection and selection operations.

4. Consider ABC database containing the following relations:




Representative (number, surname, firstname, committee, county)

Counties (code, name, region)

Regions(code, name)

Committees (number, name, president)

Formulate the following queries in relational algebra, in domain calculus and

in record calculus:

Find the number and surname of the Representatives from the country
of Rwanda;

Find the name and surname of representatives;

Find the members of the finance committee;

Find the name, surname, country and region of election of the
delegates of the finance committee;

Find the regions in which representatives having the same surname
have been elected.

5. Consider the DEFG database schema with the relations:

Courses (number, faculty, coursetitle, tutornumber)

Students (number, surname, firstname, faculty)

Tutors (number. surname, firstname)

Exams (studentnumber, coursenumber, grade, date)

Studyplan( studentnumber, coursenumber, year)

*

*

Formulate in relational algebra the queries that produce:

The students who have gained an‘A’in at least one exam, showing, for
each of them, the first name, surname and the date of the first of such
occasions;

For every course in the engineering faculty, the students who passed
the exam during the last session;

The students who passed all the exams required by their respective
study plans;

For every course in the literature faculty, students who passed the
exam with the highest grades;

The students whose study plans require them to attend lectures only
in their own faculties;

First name and surname of the students who have taken an exam with
a tutor having the same surname as the student.




4.2 Structured Query language

4.2.0. Introduction

SQL which is an abbreviation for Structured Query Language, is a language to
request data from a database, to add, update, or remove data within a database, or
to manipulate the metadata of the database.

Commonly used statements are grouped into the following categories:

DML: Data Manipulation Language
DDL: Data Definition Language
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DCL: Data Control Language

4.2.1 Data Definition Language (DDL)
a. Tocreate a new database, the SQL query used is CREATE DATABASE
The Syntax is:

create database databasename;

Always database name should be unique within the RDBMS. Example of a query to
create a database called XYZLtd

CREATE DATABASE XYZLtd; In MYSQL, it will look like the following:

mysql> create database XryZLtd:

Make sure that the user has admin privilege before creating any database.

b. To display the list of all databases created, the SQL query is SHOW
databases;

Once a database is created, the user can check it in the list of databases as follows:
Show databases;

If the RDBMS used is MYSQL, the result will look like this:

information_schema
airport

cbe

church

hospital
hospitality
Tibrary

mysql
performance_schema
rra

rwandair

sample

school

SYsS

i iyvroarncg

xyzltd

16 rows 1in set (0.06

mysdl=




c. Before using a database, the SQL command USE helps to select
the name of the database.

The SQL USE statement is used to select any existing database in the SQL schema.
Syntax: The basic syntax of the USE statement is as shown below: Always the
database name should be unique within the RDBMS. Now, if the user wants to work
with the XYZLtd database, then he/shecan execute the following SQL command
and start working with the School database.

mysql> use XyZLtd;

d. After creating a database and entering in it, there is a need now

to create table
Creating a basic table involves naming the table and defining its columns and each

column’s data type. The SQL CREATE TABLE statement is used to create a new table.
the basic syntax of CREATE TABLE statement is as follows:

create table table_name (column1 datatype, column2 datatype, column3 datatype,
..... columnn datatype,

primary key( one or more columns ) );

CREATE TABLE is the keyword telling the database system what you want to do. In
this case, you want to create a new table. The unique name or identifier for the table
follows the CREATE TABLE statement.

Then in brackets comes the list defining each column in the table and what sort of
data type it is. The syntax becomes clearer with an example below.

Activity 4.7:
The following SQL query creates a “Customers” table with ID as primary key and NOT
NULL and thereafter, when the table was successfully created, the message “Query OK,

o rows affected (0.48 sec)”is displayed. See below.




mysql> create table customers(
—> id int not null,
name varchar (20D not null,
age Int not null,
address char (25) ,
salary Int,
primary key (id)

bE
, O rows affected (0.48 sec)

The user can verify if the table has been created successfully by looking at the
message displayed by the SQL server, otherwise he/she can use DESC command as
follows:

customers;

int(11)
varchar (20)

salary

+
I
I
I
I
I
I
I
|
I
I
I
I
I
I
|
I
I
I
I
I
I
I

4+
rows in set (0.02 sec)

[

mysql>

Now, “Customers” table is created and available in database. It can be used to store
required information related to “Customers”.
Notice that DESC is the same as DESCRIBE is some RDBMS.

e. Create Table Using another Table:

A copy of an existing table can be created using a combination of the CREATE TABLE
statement and the SELECT statement.

The new table has the same column definitions. All columns or specific columns can
be selected.

When you create a new table using existing table, new table would be populated
using existing values in the old table.

The basic syntax for creating a table from another table is as follows:

create table new_table_name as like existing_table_name [ where ]




Example:

To create a table called SALARY having the same attributes like table “Customers’,

I

write
Create table salary like “Customers”;

mysql> create table =
ouery OK, 0 rows affe

alary like customers;
~ted (O.55 sec)

mysql >

mysql> create table salary like customers;
rows affected (0.63 sec)

_____________________ n
Extra |
________________________________________ r
intd11)
varchar(20)
intd11l)
char(25)
Aintd11l)

4

[ED
|
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
|
|

rows in set (0.02 sec)

mysql>

e
““““ B~ m o U

f. Toremove atable fromadatabase, usethe SQL Command“DROP TABLE".

The SQL DROP TABLE statement is used to remove a table definition and all its data.

Notice that the user has to be careful while using this command because once
a table is deleted then all the information available in the table would also be lost
forever.

The Basic syntax of DROP TABLE statement is as follows:
drop table table_name;

Example:

DROP TABLE “Customers”;
To make sure that the table has been removed, check with

DESC“Customers”; and the answer will be like the following:

156




mysql> drop table ¢
query Ok, O rows

“CUSTOMERS” Relation

NULL
NULL
NULL
NULL
NULL
NLIT |

F—————

drop table customers; .
K, 0 rows affected (0.27 sec)

- des tomers;
1116 02): Table "xyzltd.customers' doesn't

g. To add, delete or modify columns in an existing table, use the SQL
Command ALTER TABLE followed by either ADD or DROP or MODIFY.

ALTER TABLE command can also be used to add and drop various constraints on an
existing table.

The basic syntax of ALTER TABLE to add a new column in an existing table is as
follows:

alter table table_name add column_name datatype;

The basic syntax of ALTER TABLE to DROP COLUMN in an existing table is as follows:

alter table table_name drop column column_name;

The basic syntax of ALTER TABLE to change the DATA TYPE of a column in a table is
as follows:

alter table table_name modify column column_name datatype;




The basic syntax of ALTER TABLE to add a NOT NULL constraint to a column in a
table is as follows:

alter table table_name modify column_name datatype not null;

The basic syntax of ALTER TABLE to ADD UNIQUE CONSTRAINT to a table is as
follows:

alter table table_name

add constraint myuniqueconstraint unique(column1, column2...);

The basic syntax of ALTER TABLE to ADD CHECK CONSTRAINT to a table is as follows:

alter table table_name
add constraint myuniqueconstraint check (condition);

The basic syntax of ALTER TABLE to ADD PRIMARY KEY constraint to a table is as
follows:

alter table table_name add constraint myprimarykey primary key (column1,
column2..);

The basic syntax of ALTER TABLE to DROP CONSTRAINT from a table is as follows:
alter table table_name drop constraint myuniqueconstraint;

If you're using MySQL, the code is as follows:
alter table table_name drop index myuniqueconstraint;

The basic syntax of ALTER TABLE to DROP PRIMARY KEY constraint from a table is
as follows:

alter table table_name drop constraint myprimarykey;

If you're using MySQL, the code is as follows:

alter table table_name drop primary key;
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4.2.1.a SQL Constraints

Constraints are the rules enforced on data columns of a table. These are used to limit
the type of data that can go into a table. This ensures the accuracy and reliability of
the data in the database.

Constraints could be column level or table level. Column level constraints are applied
only to one column whereas table level constraints are applied to the whole table.

Following are commonly used constraints available in SQL. These constraints have
already been discussed inSQL - RDBMS

Following are commonly used constraints available in SQL:

¢ Not null constraint: ensures that a column cannot have null value.

¢ Default constraint: provides a default value for a column when none is
specified.

¢ Unique constraint: ensures that all values in a column are different.

¢ Primary key: uniquely identified each rows/records in a database table.

¢ Foreign key: uniquely identified a row/record in any other database table.
¢ Check constraint: the check constraint ensures that all values in a column
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satisfy certain conditions.
* Index: use to create and retrieve data from the database very quickly.
e NOT NULL Constraint:

By default, a column can hold NULL values. If the user does not want a column to
have a NULL value, then he/she needs to define such constraint on this column
specifying that NULL is now not allowed for that column. A NULL is not the same as
no data, rather, it represents unknown data.

Example:

For example, the following SQL query creates a new table called “CUSTOMERS” and
adds five columns, three of which, ID and NAME and AGE, specify not to accept
NULLs:

create table “Customers”(
id int not null,
name varchar (20) not null,
age int not null,
address char (25),
salary Int,

primary key (id)

a. DEFAULT Constraint:

The DEFAULT constraint provides a default value to a column when the INSERT INTO
statement does not provide a specific value.

Example:

For example, the following SQL creates a new table called “CUSTOMERS” and adds
five columns. Here, SALARY column is set to 5000 by default, so in case INSERT INTO
statement does not provide a value for this column, then by default this column
would be set to 5000.
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create table “Customers”(
id int not null,
name varchar (20) not null,
age int not null,
address char (25),
salary int default 5000,
primary key (id)

);

If “Customers” table has already been created, then to add a DEFAULT constraint to
SALARY column, write a statement similar to the following:

alter table “Customers” modify salary int default 5000;

Drop “Default” Constraint:
To drop a DEFAULT constraint, use the following SQL:

alter table “Customers” alter column salary drop default;

b. UNIQUE Constraint:

The UNIQUE Constraint prevents two records from having identical values in a
particular column. In the “Customers” table, for example, you might want to prevent
two or more people from having identical age.

Example:

For example, the following SQL creates a new table called “CUSTOMERS” and adds
five columns. Here, AGE column is set to UNIQUE, so that you cannot have two
records with same age:

create table “Customers”(
id int not null,
name varchar (20) not null,
age int not null unique,
address char (25),
salary Int,
primary key (id)
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If “"CUSTOMERS” table has already been created, then to add a UNIQUE constraint to
AGE column, you would write a statement similar to the following:

alter table “Customers” modify age int not null unique;

The user can also use the following syntax, which supports naming the constraint in
multiple columns as well:

alter table “Customers” add constraint myuniqueconstraint unique(age, salary);

Drop a UNIQUE Constraint:
To drop a UNIQUE constraint, use the following SQL:

alter table “Customers” drop constraint myuniqueconstraint;

If you are using MySQL, then you can use the following syntax:

alter table “Customers” drop index myuniqueconstraint;

c. PRIMARY Key:
A primary key is a field in a table which uniquely identifies each row/record in a
database table. Primary keys must contain unique values. A primary key column
cannot have NULL values.

A table can have only one primary key, which may consist of single or multiple fields.
When multiple fields are used as a primary key, they are called a composite key.

If a table has a primary key defined on any field(s), then it is impossible to have two
records having the same value of that field(s).

Notice that these concepts can be used while creating database tables.

The syntax to define ID attribute as a primary key in a “CUSTOMERS” table is:

create table “Customers’”(
id int not null,
name varchar (20) not null,
age int not null,
address char (25),
salary Int,

primary key (id)
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To create a PRIMARY KEY constraint on the “ID” column when “CUSTOMERS” table
already exists, use the following SQL syntax:

Alter table customers add primary key (ID);

Notice that to use the ALTER TABLE statement to add a primary key, the primary key
column(s) must already have been declared to not contain NULL values (when the
table was first created).

For defining a PRIMARY KEY constraint on multiple columns, use the following SQL
syntax:

create table “Customers”(
id int not null,

name varchar (20) not null,

age int not null,
address char (25),
salary Int,

primary key (id, name)

To create a PRIMARY KEY constraint on the “ID” and “NAMES” columns when
“CUSTOMERS" table already exists, use the following SQL syntax:

alter table “Customers” add constraint pk_custid primary key (id, name);
To delete the Primary Key constraints from the table,

, use the Syntax:

alter table “Customers” drop primary key;

d. FOREIGN Key:

A foreign key is a key used to link two tables together. This is sometimes called a
referencing key.

The Foreign Key is a column or a combination of columns, whose values match a
Primary Key in a different table.
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The relationship between 2 tables matches the Primary Key in one of the tables with
a Foreign Key in the second table.

If a table has a primary key defined on any field(s), then you cannot have two records
having the same value of that field(s).

Example:
Consider the structure of the two tables as follows:

“CUSTOMERS” table:

ysql> create table customers(
-> 1d int not null,
-> name varchar (20) not null,
-> age 1int nhot null,
-> address char (25) ,
-> salary Int,
primary key (id)

customers;

varchar(20)
int(11)
char(25)
int(11l)

ORDERS table:

mysql> create table orders (
-> id int not null,
-> date datetime,
-> customer_id int_,
-> amount double,
primary key (id)

: 0 rows affected (0.56 sec)




If ORDERS table has already been created, and the foreign key has not yet been, use
the syntax for specifying a foreign key by altering a table.

alter table orders add foreign key (customer_id) references “Customers” (id);

Drop a FOREIGN KEY Constraint:

To drop a FOREIGN KEY constraint, use the following SQL:

alter table orders drop foreign key;

e. CHECK Constraint:

The CHECK Constraint enables a condition to check the value being entered into a
record. If the condition evaluates to true, the record violates the constraint and isn’t
entered into the table.

Example:

For example, the following SQL creates a new table called “CUSTOMERS” and adds
five columns. Here, we add a CHECK with AGE column, so that you cannot have any
Customer below 18 years:

create table “Customers”(
id int not null,
name varchar (20) not null,
age int not null check
(age >=18),
address char (25),
salary Int,

primary key (id)

If“Customers”table has already been created, then to add a CHECK constraint to AGE
column, you would write a statement similar to the following:
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alter table “Customers” modify age int not null check (age >=18);

You can also use following syntax, which supports naming the constraint and
multiple columns as well:

alter table “Customers”add constraint mycheckconstraint check(age >= 18);

Drop a CHECK Constraint:

To drop a CHECK constraint, use the following SQL. This syntax does not work with
MySQL:

alter table “Customers” drop constraint mycheckconstraint;

Dropping Constraints:

Any constraint that you have defined can be dropped using the ALTER TABLE
command with the DROP CONSTRAINT option.

For example, to drop the primary key constraint in the EMPLOYEES table, you can
use the following command:

alter table employees drop constraint employees_pk;
Some implementations may provide shortcuts for dropping certain constraints. For

example, to drop the primary key constraint for a table in Oracle, you can use the
following command:

alter table employees drop primary key;

Some implementations allow you to disable constraints. Instead of permanently
dropping a constraint from the database, you may want to temporarily disable the
constraint, and then enable it later.

Computer Science Senior 6 Student Book



Integrity Constraints:

Integrity constraints are used to ensure accuracy and consistency of data in a
relational database. Data integrity is handled in a relational database through the
concept of referential integrity.

There are many types of integrity constraints that play a role in referential integrity
(RI). These constraints include Primary Key, Foreign Key, Unique Constraints and
other constraints mentioned above.

4.2.2 Data Manipulation Language (DML)

A. Insert into command

The SQL INSERT INTO Statement is used to add new rows of data into a table in the
database.

There are two basic syntaxes of INSERT INTO statement as follows:

insert into table_name (column1, column2, column3,..columnn)] values
(value1, value2, value3,...valuen);

Here, column1, column2,..columnN are the names of the columns in the table into
which you want to insert data.

You may not need to specify the column(s) name in the SQL query if you are adding
values for all the columns of the table. But make sure the order of the values is in the
same order as the columns in the table. The SQL INSERT INTO syntax would be as
follows:

insert into table_name values (value1,value2,value3,...valuen);
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First method:

B MySQL 5.7 Command Line Client - Unicode. — o X

mysql> insert into customers (id, name,age, address,salary)
-> values (2, "'muhirwa', 25, muhanga 1500 ),
Query OK, 1 row affected (0 01 sec)

mysql>

mysql> insert into customers (id,name,age,address,salary)
-> values (3, 'kabandana', 23, "huye', 2000 );

Query OK, 1 row affected (0.06 sec)

mysql>

mysql> insert into customers (id,name,age,address,salary)
-> values (4, 'mugisha', 25, 'nyamagabe', 6500 );

Query OK, 1 row affected (0.05 sec)

mysql> insert into customers (id,name,age,address,salary)
-> values (5, 'nyampundu', 27, 'gasabo', 8500 );
Query OK, 1 row affected (0.06 sec)

mysql>

mysql> insert 1nto customers (1d name,age, address,salary)
-> values (6, 'uwera', 22, nyagatare , 4500 ),

Query OK, 1 row affected (0. 06 sec)

501 AM

Ell O Type here to search o @ M Wl | ~ T g .}15/0\3 L)

Second method:

B8 nysQL 5.7 Command Line Client - Unicode

mysql> insert into customers
-> values (7, 'mutoni', 24, 'rusizi', 10000 );
Query OK, 1 row affected (0.09 sec)

mysql>

All the above statements would produce the following records in “Customers” table:

-] MySCl 5.7 Caoemane Line Dlient Uricode
mysql> Tnsert 1nto customers

-> values (7, 'mutoni', 24, 'rusizi', 10000 );
Query OK, I row atrtrected (U.0Y secC)

from customers;

kigali
muhanga
huye
nyamagabe
gasabo
ﬂ}!ﬂgﬂf.‘q ra
rusizi

muhirwa
ELELBELGE!

nyampundu
LIWE A

mutoni

M N N N W
BN I, NUSRV, B\

|

|

: |
mugisha |
|

|

|

in set (0.00




B. Select statement

The SELECT statement is used to select data from a database. The data returned is
stored in a result table, called the result-set.

SELECT Syntax

SELECT column1, column2,...FROM table_name;

Here, column1, column2,... are the field names of the table you want to select data
from. If you want to select all the fields available in the table, use the following syntax:

SELECT * FROM table_name;

SELECT * (Select all)

The following SQL statement selects all the columns from the “Customers™ table:
SELECT * FROM “Customers”;

select * from customers;

muhirwa muhanga
kabandana huye

mugisha nyamagabe
nyampundu gasabo
uwera nyagatare
mutoni Ngororero
___________ +_____+___________

in set (1.38
The SQL SELECT DISTINCT Statement

The SELECT DISTINCT statement is used to return only distinct (different) values.
Inside a table, a column often contains many duplicate values; and sometimes you
only want to list the different (distinct) values. The SELECT DISTINCT statement is
used to return only distinct (different) values.

SELECT DISTINCT Syntax

SELECT DISTINCT column1, column2 ...FROM table_name;




SELECT Example

The following SQL statement selects all (and duplicate) values from the “Address”
column in the “Customers™ table:

Example
SELECT Address FROM “Customers”;
WHERE Clause Example

The following SQL statement selects all the“Customers”from the address“Muhanga’,
in the “Customers” table:

Example

SELECT * FROM “Customers”
WHERE Address='"Muhanga’;

The SQL AND, OR and NOT Operators

The WHERE clause can be combined with AND, OR, and NOT operators. The AND,
OR operators are used to filter records based on more than one condition: The AND
operator displays a record if all the conditions separated by AND are TRUE. The OR
operator displays a record if any of the conditions separated by OR is TRUE. The NOT
operator displays a record if the condition(s) is NOT TRUE.

AND Syntax
SELECT column1, column2, ...
FROM table_name

WHERE condition1 AND condition2 AND condition3 ...;
OR Syntax

SELECT column1, column2, ...
FROM table_name

WHERE condition1 OR condition2 OR condition3 ...;
NOT Syntax

SELECT column1, column2, ...
FROM table_name
WHERE NOT condition;
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AND Example

The following SQL statement selects all fields from ““Customers

nn

where address is
“Nyamagabe” AND address is “Huye”:

Example

SELECT * FROM “Customers”WHERE Address="Nyamagabe’ AND Address="Huye’;
OR Example

The following SQL statement selects all fields from “Customers” where address is

“Huye” OR“Nyamagabe”;

ysq1> SELECT * FROM Customers WHERE Address='Huye' OR Address='Nyamagabe';
——————————————— B s sl ittt ¥
| 4id | name | age | address | salary |

kabandana | 23 | huye 2000 |
4 | mugisha 25 | nyamagabe 6500 |
e L bl +-=-==- B s Sttt T +

Example for NOT operator

The following SQL statement selects all fields from “Customers” where address is NOT

“Nyamagabe”:

Example
SELECT * FROM “Customers” WHERE NOT Address="Nyamagabe’;

Combining AND, OR and NOT

You can also combine the AND, OR and NOT operators.

“u nn

The following SQL statement selects all fields from ““Customers”” where address is
“Nyamagabe” AND address must be “Huye” OR “Nyamagabe” (use parenthesis to form

complex expressions):

Example:

SELECT * FROM “Customers” WHERE Address="Nyamagabe’ AND (Address="Huye’ OR
Address="Nyamagabe’);

my5q1> SELECT * FROM Customers WHERE Address— Nyamagabe' AND (Address='Huye' OR Address='Nyamagabe');

+
1 row in set (0 00 sec)




The following SQL statement selects all fields from “Customers” where address is NOT
“Nyamagabe” and NOT “GASABO”:

Example:

SELECT* FROM “Customers” WHERENOTAddress="Nyamagabe” ANDNOTAddress="GASABQO”;

Application activity 4.6:

You are given a flat database named “Library”, with a relation Book (ISBN (Text, primary

key), title (text), author (text), pages (integer), and price (integer))

i. Create this database and relation, then insert at least five records.
ii. Retrieve ISBN and price of books written by “Bigirumwami”

iii. Retrieve books whose price is between 30,000 and 200,000 Rwf
iv. Select title and pages of all books

v. Show the books that have more than 300 pages or books that cost more
than 4,000 Rwf

vi. Retrieve books written by authors whose name is started by A, B or C.
vii.Order the books ‘titles from A to Z.

viii. Retrieve top three books.

ix. Delete books which have less than 50 pages

x. Delete books written by “Kagame”.

C. Aggregate functions:

1.

2.

SQL COUNT Function- The SQL COUNT aggregate function is used to
count the number of rows in a database table.

SQL MAX Function- The SQL MAX aggregate function allows us to select
the highest (maximum) value for a certain column.

SQL MIN Function- The SQL MIN aggregate function allows us to select
the lowest (minimum) value for a certain column.

SQL AVG Function- The SQL AVG aggregate function selects the average
value for certain table column.

SQL SUM Function- The SQL SUM aggregate function allows selecting the
total for a numeric column.

SQL COUNT Function
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SQL COUNT Functionis the simplest function and very useful in counting the number
of records, which are expected to be returned by a SELECT statement.

my sq vZ
Database changed
select # from customers;

muhanga
huye
magabe
sabo 8500
4500

muhi rwa
kabandana
mugisha
nyampundu

uwera
mutoni

FNLNENEV, JOVIV, ] V]

R P P P P

from customers;

1 row in set (0.00 sec)

Similarly, if you want to count the number of records that meet a given criteria, it can
be done as follows to count records whose salary is 2000:

mysql> select count(*) from customers where salary=2000;

+
1 row in set (0.09 sec)

mysql>

Notice that all the SQL queries are case insensitive, so it does not make any
difference if you write SALARY or salary in WHERE condition.

SQL MAX Function

SQL MAX function is used to find out the record with maximum value among a
record set.

mysql> select max(salary) from customers;

1 row in set (0.08 sec)




SQL MIN Function

SQL MIN function is used to find out the record with minimum value among a record
set.

B8 MySOL 5.7 Command Line Client - Unicode

mysql> SELECT MIN(salary) FROM customers;

1 row in set (O 00 sec)

mysql>

You can use MIN Function along with MAX function to find out minimum value as

well.

B MysaL 5.7 Comman

ysq 1> SELECT MIN(salary east, MAX(salary) max FROM customers;

d Line Client - Unicode

1 row in set (0. OO sec)

ysql>
SQL AVG Function

SQL AVG function is used to find out the average of a field in various records.

mysq > select avg salary) as AVERAGE_SALARY from customers,

1 row in set (0. 30 sec)

7.SQL SUM Function

SQL SUM function is used to find out the sum of a field in various records.

mysql> SELECT sum(salary) FROM customers;

1 row in set (0 00 sec)

mysql>




Application activity 4.7:

You are given a flat database named “Library”, with a relation Book (ISBN (Text,

primary key), title (text), author (text), pages (integer), and price (integer))

i. Create this database and relation, then insert at least five records.

ii. Retrieve the amount to get when all books are sold.

iii. Retrieve the most expensive book.

iv. Select the least expensive book

v. Show the total number of the books in book relation.

vi. Find the average price of the books

D. String Expressions

SQL string functions are used primarily for string manipulation. The following table

details the important string functions:

Name Description

CONCAT() Returns concatenated string

LCASE() Synonym for LOWER()

LEFT() Returns the leftmost number of characters as specified
LENGTH() Returns the length of a string in bytes

LOWER() Returns the argument in lowercase

REVERSE() Reverses the characters in a string

RTRIM() Removes trailing spaces

SPACE() Returns a string of the specified number of spaces
STRCMP() Compares two strings

TRIM() Removes leading and trailing spaces

UCASE() Synonym for UPPER()

a. CONCAT (str1,str2,...)

Returns the string that results from concatenating the arguments. May have one or

more arguments. If all arguments are non-binary 